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1. Introduction

1. The sections which follow outline the UK National Audit Office (NAO) experience of the performance audit of clients’ use of IT.  The material is intended to form the basis of case study exercises if local material is not available. Each section is drawn directly from the summary and conclusions of an NAO Value For Money Report.

2. The NAO began producing performance audit reports which concentrate on IT issues in 1984.  Since then the NAO has produced 16 reports which have IT as their main subject; this amounts to some 3 per cent of the reports produced from 1984 to date.  During the same period, IT has featured more than 200 times in NAO reports.  The comparatively small number of reports which have IT as their main subject reflects the NAO's concentration on effective performance of business functions.  In many cases, although IT is part of the explanation of failure, the main subject of the report is the business function itself.

3. The 16 reports which have concentrated on IT fall into three groups:

· Key issues 
   these reports pick on an IT issue which has relevance to most departments.  The main emphasis is on ensuring that adequate central guidance exists and that departments are applying it effectively.  The reports have features of both the "comparative" and "best practice" types identified above.

· Major projects
although most reports are driven by examination of business objectives, there are a few where a single project is so large as to be material in its own right. In these cases NAO has focused on the IT project to determine whether it was managed well.  Such reports tend to concentrate on the issues raised by following or ignoring "best practice".

· Gross failures

in a few cases IT systems have failed dramatically and the NAO has reported on the failure to explain it and to draw out lessons that might be learned from the failure.

4. The case summaries below are extracted from past NAO reports split into the three categories above.

2. Key Issues

2.1 Administrative Computing

Management and Control of the Development of Administrative Computing in Government Departments

Report by the Comptroller and Auditor General

0102259844 HMSO 1984

Summary and conclusions

1.  The Government is the country's major user of administrative and scientific computing resources, operating some 600 large to medium size computers and employing about 18,000 staff. Expenditure on the purchase and hire of computers in the Computer and Telecommunications Vote in 1982‑ 83 was some £106 million; and the total annual expenditure on computing is several hundreds of millions of pounds.

2.  The present and prospective uses of computers and information technology offer major potential benefits across a wide range of departmental operations.  To realise this full potential departments should reconsider and adapt their operational requirements, and develop long‑term planning of computer strategy as a framework for deciding upon individual projects.

3.  Securing the benefits of such developments also involves heavy investment of financial and staffing resources; there is a high level of inherent risk because of the complexities involved and shortages of qualified and experienced staff in systems development, programming and project management; and the long time scales involved present problems in project control.

4.  Examination by my officers of selected projects in four departments at the end of 1982, in conjunction with their audit experience from other areas of computer development and the results of studies by the Central Computer and Telecommunications Agency (CCTA), indicated a number of areas of common weaknesses in planning and control.  There were significant penalties in terms of wasteful expenditure and delays in securing the financial savings and improvements in departmental operations originally expected. Whilst the extent of the difficulties encountered is not necessarily typical of the majority of departmental computer developments ‑ and there is evidence to suggest that similar experiences are to be found in the private sector ‑ they confirm the seriousness of the risks involved and the need for improved planning and control procedures.  The main issues arising are dealt with in the following paragraphs; and the results of the detailed examination on which these findings are based are summarised in the Report and in Appendices 1 ‑ 3.

Strategic Planning

5.  In all departments, the development of administrative computing requires long‑term strategic planning as a framework for decisions on individual projects.  This planning should reflect full consideration of the potential of computerisation to meet departmental requirements; but it should also be undertaken with adequate recognition of the staffing needs for successful developmental work.  It should lead to clear definitions of priorities and of operational objectives, and be approved and supported by senior management.

6.  My examination suggested that although it is five years since the Longer Term Review identified the need for strategic planning (Report, paragraph 4) adopting and implementation of such planning by departments remains patchy.  At the time of my examination, of the four departments examined only the Department of Health and Social Security (DHSS) had embarked upon full strategic planning with strong senior management involvement (Report, paragraphs 13 and 17).  To varying degrees the position was less satisfactory in the other three departments, the Lord Chancellor's Department (LCD), the Manpower Services Commission (MSC) and Her Majesty's Stationery Office (HMSO).  Across the main computer‑using departments as a whole the extent and pace of improvement did not seem to be commensurate with the importance of the problem and the financial and operational benefits at stake (Report, paragraph 21) I have since been informed of some further progress in this respect (Report, paragraphs 22 and 23).

Computer Management Structure.

7.  The development and implementation of ADP strategies and the co-ordinated planning of individual projects requires an effective computer management structure, at sufficiently senior levels and with appropriate support.

8.  My examination suggested that many departments are strengthening control of ADP at senior levels; and all the major departments have set up ADP committees.  However, such committees will not be fully effective until there has been more progress with the longer term planning referred to in paragraph 5 above; and CCTA have recognised the need for further improvements in this and other areas (Report, paragraph 24).

9.  In the four departments examined the co-ordinated development of individual projects, over the significant time scales involved, is now being tackled most significantly in DHSS (Report, paragraph 13).  MSC (Appendix 2, paragraph 8) have now reviewed and strengthened their arrangements and HMSO (Appendix 3, paragraph 5) and LCD (Appendix 1, paragraph 8) are currently engaged in doing so.  Co-ordinated planning of projects is now one of the factors being looked for by CCTA when deciding whether to delegate greater financial authority to individual departments (Report, paragraphs 5 and 24).

Project Management and System Design and Development.

7.  It is essential to have firm project management based on sound monitoring and review procedures to give early warning of difficulties and delay, and to enable prompt remedial action to be taken.  Effective procedures should be established for controlling and progressing system design and development, with the active involvement of users.

8.  My examination suggested that inadequate project management and insufficient senior staff and user involvement, together with the failure to adopt suitable design and development procedures, were major factors in the difficulties encountered in all the projects reviewed (Report, paragraphs 12 and 19).  CCTA's action in identifying and encouraging the use of recommended project control and design and development procedures (Report, paragraphs 5 and 24) is an important step in improving departmental control over projects.  Each of the departments examined had begun to adopt such procedures for future system developments and have recognised the need for more senior management involvement.  But reaching a satisfactory standard will take time and effort; and across departments as a whole it will be important that CCTA ensure that proper procedures are in place, and are working satisfactorily in practice, before delegating financial authority more widely.

Staffing

12.  It is widely recognised that to embark on developmental work with too few qualified and experienced staff is a recipe for serious trouble.  Staffing requirements must be carefully assessed in advance.  Action must be taken to ensure that suitable numbers of staff are obtained and training needs are provided for; and that specialist consultants are engaged as necessary.

13.  My examination showed that during the DHSS CAMELOT development the heavy loss of staff during its early stages and the lack of real‑time computer expertise were major contributory factors in the failure of the project (Report, paragraphs 11 and 12).  The successful implementation of the DHSS Operational Strategy will depend on the department overcoming current computer staff shortages, particularly among staff experienced in advanced computer techniques (Report, paragraph 18).  There were similar staffing problems in the other departments examined (Report, paragraph 32).

14.  My examination of central and departmental records indicated a serious and increasing shortage of experienced and highly skilled staff; that long‑term plans for training and recruiting such staff are inadequate; and that further action is needed (Report, paragraphs 29 to 31).  Certain departments have experienced lengthy delays in recruiting staff (Report, paragraph 32 (iii) and (iv)). Action appears to be needed to shorten recruitment time scales, improve trawling and exchange arrangements between departments and ensure that pay and conditions of service are adequate to retain staff of the required calibre and to provide the senior specialists and managers of the future.  Where staffing needs cannot be met from departmental resources additional funds will need to be provided, at least in the shorter term, for the employment of specialist outside consultants.

15.  Finally, whilst CCTA and some departments are well aware of the areas where planning, project management, systems design and development, and staffing need to be improved, and are doing an increasing amount of work in such areas, the position generally seems to give grounds for concern.  More effort, with more senior staff support and with a larger allocation of resources, appears to be necessary.  Giving higher priority to such work, even at a time of general staffing and other constraints, will help to secure the enormous potential benefits afforded by computers and associated new technology.  It is right to acknowledge that a good deal is being done; but equally necessary to recognise that in many areas there is a long way still to go.

Text processing

TEXT PROCESSING IN THE CIVIL SERVICE

Report by the Comptroller and Auditor General

0 10 2085900

HMSO

19891220

Summary and Conclusions

1.  The Civil Service spends an estimated £300 million a year getting its work typed.  This processing of text is only a support service for departments' main functions, not an end in itself, but it is an important one.  If it did not deliver the support which was needed, the impact on the business of the Service could be severe.  The provision of economic, efficient and effective text processing services, using available technology to best advantage, is therefore of considerable importance.

2.  Each Government department recruits, trains and organises its own typing and secretarial staff.  In doing so, it has the support of HM Treasury who:

· set grading, proficiency and recruitment standards and pay levels; and

· advise on organisational and operational matters, including the introduction of new technology which is having an increasing impact on text processing.

3.  The National Audit Office (NAO) set out to examine whether the arrangements for text processing in Government departments were such as to achieve value for money; and whether departments were successfully harnessing their introduction of new technology to the benefit of the text processing services.  To assist their work the NAO developed criteria for the assessment and evaluation of text processing services.  The examination covered three main issues:

· the way in which departments plan the provision of text processing services, and their response to developments in office technology;

· the way in which they organise the services which they plan to deliver; and

· the way in which they monitor service delivery, and use the findings to secure improvements in the service.

4.  The four departments covered in the study are illustrative of a range of sizes and circumstances.  They are HM Customs and Excise, the Ministry of Defence, the Department of Education and Science and the Department of Trade and Industry.  These departments employ 183,000 staff, 32 per cent of the Civil Service, of whom 6,700 are in the Secretarial Category.

5.  In carrying out this study, the NAO have benefited from the assistance of the Public Finance Foundation.

6.  The NAO's main findings and conclusions on text processing in the Civil Service are as follows:

On departments' planning and response to developments in office technology

(a)  The Treasury have recently reviewed the role of central guidelines to departments, including those on text processing, to consider their relevance and departments' need for them.  They have concluded that updated guidance on text processing is not necessary or appropriate at the moment (paragraphs 1.15‑1.17).

(b)  The central guidelines refer to the need for departments to have a clear statement of policy for text processing and to communicate it to staff.  All the departments examined have taken steps in this direction (paragraphs 2.2‑2.4).

(c)  All the departments examined have recently commissioned reviews of important aspects of text processing (paragraphs 2.5‑2.11).

(d)  Overall, departments' reviews have given most attention to headquarters services.  The NAO believe that there is a case for more wide‑ranging reviews within departments, to ensure optimum use of resources and the pursuit of appropriate standards (paragraphs 2.12‑2.13).

(e)  Each of the departments examined has begun to implement an information technology strategy which takes account of the need for up‑to‑date text processing facilities (paragraphs 2.14‑ 2.20).

(f)  Whilst the departments recognise the second order effect of new technology on the level of demand for text processing, they have not yet fully assessed its implications.  As part of this process, departments need to have a clear and realistic policy towards the increased facility for authors to process their own text (paragraphs 2.21‑2.22).

(g)  All departments have issued guidance to authors, though in some cases it is infrequently reviewed.  There is a risk that formal guidance remains unread, and most departments need to consider supplementary means of conveying messages to authors (paragraphs 2.23‑2.24).

On organising text processing services

(h)  The Cabinet Office guidelines recommend that text processing should normally be concentrated in pools, situated as near to the authors as possible, though the case for alternative arrangements in certain situations is acknowledged.  In the four departments examined, the organisation of text processing is broadly in line with the guidance; has been established with a clear eye to fulfilling operational requirements; and is revised as necessary to meet changing requirements (paragraphs 3.2‑3.9).

(i)  The Cabinet Office guidelines recommend the withdrawal of shorthand facilities and the encouragement of audio work. The departments examined make very little use of shorthand.  In each department the level of audio proficiency among typists suggests that there is scope for making more use of audio, although it is not suitable for all types of work (paragraphs 3.11‑3.13).

(j)  All the departments examined seek to apply the Cabinet Office guidelines in the matter of allocated typists and secretaries.  In the case of secretaries, the guidelines require allocation according to need.  In practice, secretaries are nearly all allocated to the more senior staff, who probably have most need of such support (paragraphs 3.14‑3.18).

(k)  At the time of the NAO fieldwork, none of the departments had found the use of agency staff or the contracting out of text processing work much help in overcoming staffing problems.  More recently, however, the Ministry of Defence have informed the NAO that they have been able to make extensive and successful use of agency staff (paragraphs 3.19‑3.20).

(l)  All the departments examined make some use of remote pools in Outer London or further afield for offloading London headquarters text processing work.  This can lead to substantial savings in salary and accommodation costs and help to overcome London recruitment problems, although transmission costs have to be set against the staff savings.  At present the service tends to be slow, but electronic transmission can now overcome this problem.  There is almost certainly scope for greater cost‑effective use of remote pools (paragraphs 3.21‑3.24).

(m)  New technology and revised grading structures have made it easier to experiment with administrative support units, which combine typing, secretarial and clerical activities.  There is scope for further developments of this kind.  Departments will be consulted as to the effectiveness of the revised grading structures as part of a Treasury review of the present guidance due to start shortly (paragraphs 3.25‑3.29).

On monitoring and evaluating the services delivered

(n)  The NAO found that the output per typist in the pool with the greatest output rate of those examined, measured on a manual basis which is liable to error, was seven times that of the least productive pool.  The output rate depends in part on the type of work undertaken in each pool.  The targets suggested in the Cabinet Office guidelines are usually met.  In most departments the calculation of output for central pools is done manually, and can consume a large proportion of managers' time (paragraphs 4.9‑4.14).

(o)  All the departments examined have introduced some form of computerised management information system for headquarters text processing, collecting a variety of useful data.  In Customs and Excise this will extend to the whole department and eliminate the need for manual measurement of individual documents.  The Department of Education and Science, following the trial of a computerised system, is now exploring alternative procedures (paragraphs 4.15‑4.19).

(p)  The monitoring system now being introduced in Customs and Excise has the potential to provide management with adequate information on a cost‑effective basis.  The other departments examined do not yet have such systems. Both the Ministry of Defence and the Department of Trade and Industry told the NAO that they did not see the need for systems which provide the centre with information about the costs or output levels of the text processing services within the different parts of a department (paragraphs 4.28‑4.30).

(q)  The departments examined operate varying degrees of budgetary control over text processing.  Only Customs and Excise and the Department of Trade and Industry are developing any significant level of information about the unit costs of the service, as recommended by the Cabinet Office guidelines.  This has enabled those two departments to take welcome steps towards recharging authors for the use they make of the service (4.20‑4.25 and 4.30‑4.31).

(r)  The NAO found that the pool with the highest unit costs of those examined was six times as expensive as the cheapest pool.  These figures are not all on a precisely comparable basis and are again affected by the limitations of manual monitoring.  But they do highlight differences due to salary and accommodation costs and other factors (paragraphs 4.26‑4.27).

(s)  The Cabinet Office guidelines recommend the use of a measure known as the Treasury Typing Unit as the primary measure of text processing output.  In mid 1988, the Department of Trade and Industry asked the Treasury for an early review of the application of this measure.  The Treasury undertook to do some work on this.  But they have since concluded that further central guidance is not at present needed and would not be appropriate, because departments are beginning to develop their own more sophisticated measures which fit with their organisation and operation of text processing and how it is managed. The Treasury consider, and the NAO agree, that the Treasury Typing Unit remains reasonably workable and should continue to be applied by departments unless they have developed their own alternatives (paragraphs 4.5‑4.8).

General conclusions

7.  The NAO found that the text processing services in the four departments examined were contributing effectively to the discharge of the departments' business.  Major reviews are conducted periodically, and some of these have led to significant innovations in the organisation of service provision, which reflect broad trends emerging outside central Government towards decentralising text processing services and towards breaking down the boundaries between typing, secretarial work and other activities.

8.  Nevertheless, the findings in this report demonstrate that there are still areas to which the departments should continue to give attention.  In particular, authors need to be reminded repeatedly of their own responsibilities; there is scope for more use of remote pools and audio; the greater flexibility in the use of staff which has been introduced in limited areas could be taken further; and monitoring and costing could be carried out more effectively.  These points do not apply with equal force to each department.  But they are indicative of the considerations which are likely to be relevant across the whole Civil Service.

9.  The pace of technological change is increasing.  So far, it has increased the versatility of text processing without challenging the basic structure of text processing services.  In future, developments such as increased use of personal computers and electronic mail will have a more dramatic effect on the way in which services are provided, reducing the need for dedicated text processing staff.  Departments will need to respond flexibly to these changes in order to continue to make the most effective use of their text processing staff.

Office automation

Office Automation in Government Departments

Report by the Comptroller and Auditor General

0 10 231491 8

HMSO

19910326

Summary and Conclusions

1.    Office automation is the integrated presentation at the office desk of computer systems applications and facilities such as word processing, electronic mail, diary, file management, databases and spreadsheets.  It can lead to significant productivity gains and there can be intangible benefits such as faster communications and response to events, and more informative and better presented documents.

2.     By 1992, Government departments are expected to have some 155,000 desk‑top terminals for office automation and specific job applications, and substantial further growth can be expected over the next decade.

3.    The National Audit Office examined how four departments had implemented office automation.  The examination considered:

· whether the departments carried out adequate investment appraisals to support the introduction of office automation;

· whether they made adequate preparations for the introduction of office automation;

· whether they are in practice maximising the benefits from office automation.

4.    The departments examined were the Scottish Office, the Department of Education and Science, the Department of the Environment, and the Cabinet Office (Office of the Minister for the Civil Service).  The examination found that the four departments had managed and implemented the projects (some of them very complex) carefully and well, and that they had achieved significant improvements in efficiency and effectiveness as a result.

5.   The National Audit Office's main summarised findings, showing how departments had generally approached and handled key stages in the introduction of office automation projects, are set out below. Specific findings in respect of each department are set out in Parts 2 to 5 of this Report.

On investment appraisals for office automation

(a)  Most of the systems examined were introduced to resolve problems, for example on text processing or slow communications, which could not be easily overcome through the reorganisation of existing practices. Departments also exploited the scope for combining this approach with longer term strategies.

(b)  All the departments examined had undertaken thorough investment appraisals drawing on the advice available. They used different approaches and made a variety of assumptions about the projected lives of systems ranging from three to seven years.

(c)  HM Treasury and the Central Computer and Telecommunications Agency provided guidance on investment appraisal in general and on appraising investment in information systems.  Consideration could be given to the way in which departments might be helped to apply this guidance in a consistent manner to office automation projects.

(d)  When carrying out investment appraisals, departments unfamiliar with office automation systems may overlook or under‑estimate:

· some costs, for example, the `overhead' costs of procurement, maintenance, consumables, skills allowances, and time lost during training and becoming familiar with the system thereafter;

· some benefits, for example, through improved ability to meet target dates, more flexibility in the use of staff, and productivity improvements;

· some risks, for example, reliance on other projects, changes in work demands, and changes in circumstances such as moving to another building.

It will, of course, be difficult to quantify many of these factors.

On preparation for office automation

(e)  In general, departments recognised the needs for tight


planning of systems, for a project team to have overall control of system procurement and implementation, for timely training for system users, and for technical and advisory support.

(f)  Where difficulties were experienced by some departments during system implementation, some of these difficulties could be attributed to inadequate preparation, for example through:

· the absence of a formal methodology for managing the implementation of a system, resulting in a lack of clear and measurable objectives;

· insufficient integration of training and support facilities;

· underestimating the difficulties arising from the high technical content of work;

· inadequate progress and reporting mechanisms with the risk that problems are not identified at an early stage.


Such difficulties and risks could be reduced by the use of the Central Computer and Telecommunications Agency's PROMPT system for the management of information technology projects and the enhanced PRINCE methodology.

(g)  Project teams should not be confined to technical staff but should include, or work in close association with, representatives of user branches, the training function, the system and user support organisation, and, for appropriate matters, the system supplier.

(h)  Continuity of project team staff, preferably with a full‑time project manager, is also important to success.

(i)  In the main, the examined departments had provided effective training to new users of office automation. Effective training requires that:

· Trainer/trainee ratios should not be set at too high a level.  A ratio of 1:6 is generally accepted to be about the right level, adjusted for the complexity of the systems and applications taught.

· Training by system suppliers and external contractors should be properly tailored to the needs and working practices (for example, standard documentation) of the department.  In practice, many of the examined departments found external training to be unsatisfactory.

· Training courses should be adapted to take account of participants' views and their subsequent working experience of office automation; and refresher courses should be provided in response to users' needs and to maximise their efficiency in using facilities.

· staff should be trained on the same equipment that they will use in their everyday work, and supplied with equipment immediately after training to avoid learning loss.

(j)  The provision of support to users after training is essential if the full benefits from office automation are to be secured.  All departments examined had installed central `help desks' and users were generally well satisfied with them.

(k)  Computer logging of support requests can provide valuable summarised information on common problems and help to identify the need for system revision, amendments to working manuals, and changes in training.

(l)  Suppliers often fail to modify their operational manuals satisfactorily to departments' systems applications and working practices; material prepared in‑house may be more effective.

On maximising the benefits from office automation

(m)  All four departments had carried out post‑implementation reviews of their office automation systems, including seeking users' views.  Lessons learned from the reviews had informed subsequent phases of the projects and/or new, incoming office automation systems.

(n)  The post‑implementation reviews had indicated some significant improvements in efficiency and effectiveness from office automation.  Most office automation users had reported improvements in the timeliness, accuracy, speed of production, and quality in presentation of their work.

(o)  In general, users had found the equipment and systems applications easy to use; there is evidence that staff might make fuller use of systems with better training, better equipment reliability, and simpler, faster and quieter operating equipment with less screen glare and better seating.

(p)  While the departments consider that their systems have brought improved efficiency (and this is supported by the user surveys), they are unable to prove systematically that the improved efficiency has been achieved.  However, the measurement of work baselines and benefits achieved is complex and difficult, particularly where the responsibilities, workloads and staff of departments change.

General Conclusions

6.   Office automation is an important tool for improving the efficiency and effectiveness of staff in the discharge of the business of departments.  As it is introduced more widely, it can be expected to have a significant impact across the public sector.

7.    If all departments are to get the maximum value from office automation, they need to be acquainted with good practice (largely followed by the departments in this study) and with the pitfalls of office automation projects.  The Central Computer and Telecommunications Agency has issued general guidance on office automation; and it would be sensible for departments, particularly those introducing office automation for the first time, to make use of the advisory services of the Agency.  Departments should also aim to learn from each others' experiences.

Computer security 1987

Computer Security in Government Departments

Report by the Comptroller and Auditor General

0 10 211188 X

HMSO

19871027

Summary and conclusions

1.  Information Technology (IT) ‑ including computers, software and telecommunications ‑ is critically important to the efficient and effective functioning of central government.  Expenditure and receipts, totalling over £300 billion each year, are processed and accounted for on computers, mainly in the areas of social security, taxation and defence (Fig 1).  The value of government computer assets is thought to exceed £5 billion and the level of government expenditure on computer systems is rising fast.  The level and importance of all valuable but non‑classified information held on government computer systems are substantial and increasing.

2.  In both the public and private sectors, a growing number of organisations rely on the use of computers and electronic communication systems, and security of these computers is vital to ensure:

· the continuity and effectiveness of operations

· the quality of information

· control over those types of information to which access is limited by law, regulation or the national interest

· the safeguarding of public assets and commercial‑in‑confidence information.

3. There is a growing awareness of the difficulty of protecting information on these systems.  No system can be made completely secure; computer security can be very expensive and departments face difficult decisions on the cost justification for protection of systems and information and on what levels of risk are acceptable.

4.  The National Audit Office (NAO) therefore set out to examine the management of computer security risks faced by central government departments, but only in the unclassified arena.  The objectives of this examination were:

· to assess the type and scale of risks associated with the computerised activities of departments

· to consider the effectiveness of the action taken centrally ‑principally by the Central Computer and Telecommunications Agency (CCTA) ‑ to enable departments to manage those risks

· to consider the adequacy of measures taken by two medium sized operational departments ‑ the Driver and Vehicle Licensing Centre (DVLC) (part of the Department of Transport (DTp)) and the Department for National Savings (DNS) ‑ to counter the security risks identified.

Further examinations of individual departments will take place on a cyclic basis.

5.  The key security risks faced by government computer installations are:

· abuse of information or equipment by staff (e.g. fraud, theft, misuse of resources, unauthorised disclosure of information or wilful damage)

· abuse of information or equipment by outsiders (e.g. fraud, theft, damage or disruption through systems infiltration, civil disorder, terrorism, hacking)

· loss or disruption to data processing through equipment or system failure, fire, flood etc. ("disasters") and through industrial action

· errors or omissions that result in unreliable records.

6.  NAO's main findings and conclusions are as follows:

On the assessment of risks faced by government departments

(a) The computer security risks faced by government departments are extensive; these risks are increasing through the rapid growth in the use of computers, through technological advances and greater computer literacy (paragraphs 2 ‑ 5);

(b) There are no comprehensive data on computer fraud, disasters, error and abuse in the UK public or private sectors.  As a result, assessing risk and the cost‑effectiveness of countermeasures is difficult (paragraphs 6 ‑ 13);

(c) Within government departments computer disasters have had a greater impact than computer crime; and the extended loss of computer systems can be very expensive.  But, with the exception of industrial action the impacts have been relatively small (paragraph 13);

(d) The available UK evidence emphasises the importance of sound systems of internal control in reducing exposure to the risks of abuse, disaster and error.  Although the level of computer fraud, disasters and error in central government is not significant, NAO reviews of departments' computerised financial systems, over a six to seven year period, have identified common weaknesses in control, and in key areas a failure to respond to pressure for improvement (paragraphs 14 ‑ 17);

On the effectiveness of action taken centrally

(e) Staff and skill shortages ‑ in both the public and private sectors ‑ and pressure of other work in CCTA have led to delays in completing key computer security guidance and product assessments, and to a temporary embargo on providing consultancy assistance to other departments (paragraph 25);

(f) CT4 have in place formal and informal systems to help them identify the main areas where computer security research and guidance are required.  Although CCTA have allocated their scarce resources to essential tasks, they need better planning information on departments' needs in some areas.  This can be achieved by encouraging departments to make bids for resources under the formal arrangements recently introduced (paragraph 26);

(g) Even when planned improvements in CT4's monitoring of performance are in place, it may not be possible to assess fully the value for money achieved by their computer security activities (paragraphs 27 ‑ 29);

(h) There is a need for an effective way of assessing computer related risks in the public sector in order to develop cost‑effective countermeasures.  NAO therefore endorses CCTA's development of a risk analysis and management methodology.  The methodology now under development needs further work to make it comprehensive and increase its relevance to financial systems but it offers a potentially rigorous and effective means of targeting scarce resources on priority areas.  However, as CCTA recognise, it is essential that other central guidance ‑ on project control, systems analysis and design and contingency planning ‑ is fully compatible (paragraphs 30 ‑ 33);

(i) Surveys by CCTA and the NAO have identified a potentially serious failure by departments to draw up and test contingency plans to cope with computer disasters.  The lack of these plans, and in particular the absence in many cases of effective stand‑by arrangements, increases the risk of major disruption to departments' activities in the event of prolonged loss of computing facilities (paragraphs 34‑36);

On the adequacy of measures taken by departments

(j) DVLC, and to a lesser extent DNS, have made good progress in developing their computer security arrangements (paragraphs 37 ‑46).  In particular, the appointment of Computer Security Officers has proved an effective way of developing, maintaining and monitoring installation security, and CCTA might do more to foster their wider introduction (paragraph 42);

(k) DNS management of computer security has been fragmented, with each office developing its own approach.  But the establishment of a new departmental security committee is a welcome step towards a

more co‑ordinated approach which is essential if DNS are to manage effectively the security risks involved in their increasingly complex IT systems (paragraph 40);

(l) Neither DVLC nor DNS have up‑to‑date, comprehensive and fully tested contingency plans.  Although existing plans should be sufficient to cope with short‑term disruption, it appears doubtful whether either department could deal effectively with a longer term loss of computing facilities.  Both departments are now reviewing their arrangements and have made progress in improving them (paragraph 46).
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Summary and conclusions

1.    Information technology ‑ including computers, software and telecommunications ‑ is important for the efficient and effective functioning of central government.  Expenditure and receipts, totalling over £300 billion each year, are processed and accounted for on computers, mainly in social security, taxation and defence. The value of government computer assets exceeds £7 billion, and over the past three years government departments' expenditure on information technology has risen by 33 per cent, to some £2 billion a year.

2.    Many departments are now heavily dependent on information technology (IT) to operate their day to day business activities. Their reliance on IT is such that if some systems are unavailable for more than two days, serious problems could arise; more lengthy disruption could impact significantly on services to the public, for example pensions and social security benefits might not be paid promptly.  If the integrity of computer systems is compromised, then departments could incur significant financial losses and, if personal data is disclosed, then individuals could be embarrassed. So although evidence of computer fraud, disaster and abuse in government computer systems remains low, the risks are high and effective security is vital.

3.  However security costs money and can reduce operational efficiency; so departments face difficult decisions in balancing these issues against the risks involved.  Security is best built into a system when it is designed; adding security later can be difficult and costly.  And departments' ability to enhance security is often constrained by factors, such as the type of accommodation or the lead‑time needed to develop new systems, which mean that improvements have to be phased in gradually.

4.    In a report to Parliament in October 1987 (HC 111, 1987‑88), the National Audit Office drew attention to weaknesses in departments' systems of internal control, and in the Treasury's monitoring and dissemination to departments of information on computer fraud, disasters and abuse.  The National Audit Office also highlighted a potentially serious failure to draw up and test contingency plans to cope with computer disasters; the lack of these plans increased the risk of major disruption to departments' activities in the event of a prolonged loss of computing facilities.

5.    In their 25th Report, Session 1987‑88 (HC 291), the Committee of Public Accounts endorsed the National Audit Office's concerns about these aspects of the management of computer security.  They acknowledged the steps taken by the Treasury to improve departments' awareness and management of IT security risks but urged them to expand the Central Computer and Telecommunications Agency's risk analysis and management method (CRAMM) to cover financial systems.  The Committee also expressed concern about the standard of computer audit in departments partly caused by shortages of skilled staff.

6.    In their reply in the Treasury Minute of July 1988 (Cm 410), the Treasury outlined the steps they had taken or planned to remind departments of the need for strong internal controls and management of IT security, including contingency planning; to improve the reporting of computer fraud, IT disasters and abuse within departments; to introduce more flexible pay arrangements for computer specialists to help overcome shortages; and to develop further the CRAMM method and increase its use.

7.    This further National Audit Office report examines the main initiatives and actions taken by central departments since 1987, and the current state of IT security in departments.  This report deals only with IT systems processing unclassified information.

8.   The Treasury, including the Central Computer and Telecommunications Agency, play a pivotal role in developing and promoting IT security in central government; they do this mainly by issuing guidance to departments.  Since 1987, they have taken action to address the concerns expressed by the National Audit Office and the Committee of Public Accounts.  But it is too soon to assess fully the impact these initiatives have had on departments' IT security arrangements.

9.   The Cabinet Office Review of IT security in government was a timely and valuable initiative which has undoubtedly concentrated the minds of departmental managers.  The Review also served to demonstrate the improvements made since 1987.  But although many major IT users have now established the basis of sound IT security, the evidence suggests that much still needs to be done particularly to increase awareness amongst users and, overall, insufficient use has been made of formal risk management methods such as CRAMM.

10.   In‑depth reviews by the National Audit Office of IT security in the Department of Social Security and the Inland Revenue demonstrated the difficult decisions faced by departments in assessing acceptable levels of risk; in balancing operational needs against security; and in making best use of scarce resources. Nonetheless both departments have made significant progress in a number of key areas and, although more needs to be done, both departments have responded positively to the NAO's detailed findings and recommendations.
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Summary and conclusions

1.    Government departments and agencies are increasingly reliant on information technology (IT) for the efficient and effective delivery of public services.  It is vital that departments and agencies take steps to preserve the confidentiality, integrity and availability of their valuable IT systems and data.  Until recently, responsibility for promulgating and promoting good standards in IT security for systems processing unclassified but sensitive data rested with CCTA (the Government Centre for Information Systems), now part of the Office of Public Service and Science.  Individual departments and agencies are responsible for applying these standards.

2.    The Committee of Public Accounts has previously examined government departments' management of IT security:

· in their 25th Report, Session 1987‑88 (HC 291), the Committee raised concerns about weaknesses in departments' systems of internal control; a potentially serious failure to draw up and test computer system contingency plans caused partly by shortages of skilled staff; and called for greater use of risk management techniques.  In response (Treasury Minute, July 1988, Cm 410) the Treasury reminded departments of the need for strong internal controls and management of IT security; improved the reporting of computer fraud, IT disasters and abuse; introduced more flexible pay arrangements for computer specialists; and improved the CCTA risk management methodology recommended for use by departments;

· in their 39th Report, Session 1990‑91 (HC 480), the Committee were concerned that departments and agencies should give a high priority to developing and testing contingency plans.  They recommended that Treasury reviews of IT security be extended to include smaller departments and executive agencies.  Finally, the Committee said they would look to the Treasury for assurances that the risks to valuable and vital government computer systems were being properly assessed and addressed.  In response the Treasury outlined the steps they and other central departments and agencies had taken, or planned, to respond to the Committee's concerns and recommendations.

3.    This report focuses on progress since the previous Committee last reviewed this subject in 1991.  The report is structured around the Committee's conclusions and recommendations, the Treasury's response to them, and trends and developments since then.

General conclusions and recommendations

4.   It is clear that central departments and agencies have taken a number of worthwhile actions since 1991 to respond to the concerns expressed by the Committee of Public Accounts.  Key developments have been the issue of the Government IT Security Policy; the enhancement of the Unified Incident Reporting and Alert Scheme; the IT Security Education and Training Statement; and the introduction of Baseline Security for IT Systems.  The National Audit Office endorse these developments as well as central departments' and agencies' continued efforts to remind departments and agencies of the need for and value of effective IT security.

5.   But surveys and studies undertaken since 1991 demonstrate that departments and agencies still have some way to go on issues such as IT security training, awareness programmes and contingency plans. As the Unified Incident Reporting and Alert Scheme findings show, internal hacking, theft and viruses continue to pose serious threats, even though an increasing proportion of such incidents are detected and prevented.

6.   The National Audit Office consider that there are a number of steps which the national authorities could take to further improve IT security, for example:

· ensure that IT security guidance and methods promote an appropriate combination of measures to protect the confidentiality and integrity of date, and the continued availability of IT systems (paragraph 7);

· review the effectiveness of the Unified Incident Reporting and Alert Scheme, and consider if it might be improved still further (paragraph 31);

· consider what else can be done to encourage more departments and agencies to contribute to the Unified Incident Reporting and Alert Scheme and target those who, to date, have failed to report incidents (paragraph 31);

· remind departments and agencies, particularly small ones, of the importance of proper training in IT security for all levels of staff, especially senior management, IT security managers and users (paragraph 38);

· remind departments and agencies of the CCTA guidance on the importance of developing and testing contingency plans (paragraph 41);

· repeat the survey of IT security in two or three years' time, to provide an update on departmental progress (Paragraph 43);

· give special attention to the needs of smaller departments (paragraph 44);

· complete the review and enhancement of the CCTA Risk Analysis and Management Method due in late 1995 (paragraph 45); and

· absorb the DTI/BSI Code of Practice for Information Security Management as much as possible into IT security guidance issued by the national authorities (paragraph 46).

7.   The national authorities have accepted all of these recommendations, although they have pointed out that progress will need to be achieved in the context of, and compatibly with, their wider responsibilities for the security of all types of government information.

Appendix 1 Government IT security policy

Introduction

1.    This document sets out the policy of Her Majesty's Government (HMG) for protection of the confidentiality, integrity and availability of all official information handled by information technology (IT) systems.  It covers classified and unclassified (including privacy‑marked) information.  The policy requires government departments and their agents (hereafter called departments) to provide adequate protection for information and other IT assets taking into account the risks associated with IT systems.  It also states the departmental responsibilities for ensuring that the policy requirements are met.

Background

2.    Departments increasingly rely upon IT systems to handle information in order to carry out their work.  Such systems are becoming more complex and interdependent.  They are subject to new risks due to the emergence of new technology, as well as to a wide range of existing risks.  Security measures are needed to protect the investment in, and reliance on, IT systems.  These measures include, for example, physical, personnel, and technical security.

Policy Aim

3.    The aim of this policy is to achieve a comprehensive and consistent approach to the protection, across departments, of official information handled by IT systems.

Policy Statement

4. It shall be the responsibility of all departments to provide adequate protection for all official information handled by IT systems.  This protection will be commensurate with the risks and consistent with central instructions and guidance.

5.    To this end, departments will:

· establish and enforce a departmental IT security policy consistent with this policy statement;

· maintain an organisation to direct and manage IT security;

· ensure that risks are reduced to an acceptable level by applying protective measures which are based on risk assessment and the classification of the information, and which conform to appropriate minimum standards;

· limit access to information and other IT assets to those whose duties require it and who have the necessary authority and security clearance;

· ensure that personnel are aware of IT security policy and practice to the extent that their duties require, and fully understand their responsibilities (including their legal obligations); and

· monitor and review their IT security arrangements to ensure that policy, standards and procedures remain relevant and effective.
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Introduction

1. Central government departments spend £280 million each year on telecommunications for day‑to‑day administration.  This represents only two per cent of departmental running costs.  However telecommunications are important for the efficient performance of government business.  As a result of rapid changes in technology; deregulation of the telecommunications industry; and the growth of their data communications requirements, departments face major opportunities and challenges in attempting to exploit the benefits of telecommunications while at the same time controlling costs.

2. The National Audit Office (NAO) therefore set out to examine:

(a)  whether government departments are managing their telecommunications investments and costs in an economic and efficient way; and

(b)  whether the arrangements being made for the Government Data Network are cost effective and provide adequate safeguards for the security of data.

The NAO's main findings and conclusions are as follows:

On departments' arrangements for management of telecommunications

(a)  Progress in developing comprehensive telecommunications strategies, linked to broader information technology and business needs, has been patchy but all the departments examined now have or plan to produce them (paragraph 8).

(b)  Departments vary in the extent to which they delegate responsibility for managing telecommunications.  But departments need to retain central control of strategies, standards and major contracts to provide a framework for effective delegation.  Where they delegate, some need to improve their support and guidance to local managers (paragraphs 11‑13).

On departments' control over telecommunications costs

(c)  Call logging provides telecommunications managers with valuable information on usage, performance and costs, and its use has resulted in substantial cost savings.  But there is scope for more use of logging and the NAO estimate that additional savings of as much as £3 million annually could be available (paragraphs 17‑20).

(d)  Poor management information in departments, and particularly the lack of itemised billing from British Telecom, frustrate the checking of departments' telecommunications bills totalling several tens of millions of pounds.  But some departments have made savings through detection of equipment no longer used but still charged for (paragraphs 21‑24).

(e)  Departments face similar problems in controlling the costs of their use of the main government networks, because the CCTA have been unable for technical reasons to provide itemised billing and charges are based on estimated, rather than actual, usage.  However, the CCTA have recently implemented an advanced Network Management System which should provide network managers and departments with improved information and the means to exercise better cost control (paragraphs 25‑28).

(f)  Government departments generally do not recharge telecommunications costs to users, and may therefore be missing the opportunity to increase users' cost consciousness, accountability and cost control (paragraphs 29‑31).

(g)  Departments' management of their telecommunications costs and services is seriously hampered by the lack of accurate, timely and comprehensive management information on usage and costs (paragraphs 20, 24, 25, 31 and 32).

(h)  Although there is pressure for effective performance indicators for telecommunications services, in practice there are very few useful indicators other than technical measures relating to network management (paragraph 32).

(i)  Some services provided by Mercury are becoming a viable alternative to those of British Telecom, and can provide substantial savings.  Some departments are considering using Mercury but few have done so to date (paragraph 33).

On the staffing of telecommunications work

(j)  Skills requirements for telecommunications staff are changing rapidly and there is a shortage of skilled and experienced staff in both the private and public sectors. Departments have lessened the impact of many of the resulting problems, by careful planning and through the use of consultants, but they have made no assessment of the savings lost.  There is a risk that continuing shortages will make it increasingly difficult for them to take full advantage of the opportunities offered by new technology (paragraph 35).

(k)  Facilities management lacks some credibility and involves risks, particularly loss of control and reliance on a single contractor.  But where it is cost effective and offers an adequate service, facilities management may offer one solution to the continuing shortages of skilled and experienced staff in the public sector (paragraphs 36‑39).

On the CCTA's support for departments

(l)  The CCTA have made good progress, but need to make greater efforts to help departments control the £280 million currently spent each year on telecommunications, including monitoring and disseminating best practice. The Agency plan to issue improved management guidance to departments (paragraph 41).

On the arrangements for the Government Data Network

(m)  A shared data network operated by the private sector is likely to be the most practical and cost‑effective option (paragraphs 47‑51).

(n)  The departments achieved a satisfactory degree of competition in a difficult area.  But they cannot avoid entirely the problems of being locked‑in to one supplier (paragraphs 52‑54).

(o)  The departments have established a sound framework for safeguarding data and ensuring a satisfactory service from the network.  But the Government Data Network Management Board will need to ensure that these arrangements operate effectively in practice (paragraphs 55‑60).

(p)  The Government Data Network does not alter the rules governing exchange of data between departments.  But the CCTA are considering with the Cabinet Office producing guidance on procedures for the electronic transfer of data (paragraph 59).

Glossary of Abbreviations
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NAO  National Audit Office
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1. Central government departments are responsible for an estimated expenditure of over £300 million each year on telecommunications for day‑to‑day administration.  In April 1989 the previous Committee of Public Account s expressed concern about management of telecommunications in government departments.  The Committee believed there were opportunities to make substantial savings, for example, by making better use of call‑logging equipment and through the more effective checking of telephone bills.

2. During 1989 CCTA:  The Government Centre for Information Systems issued detailed management guidance to departments emphasising the need for a telecommunications strategy and management information; and citing opportunities for cost savings.  At that time CCTA estimated that by installing modern equipment, up to date facilities and techniques, and introducing better management guidance, annual savings of up to 5 per cent of expenditure on telecommunications could be achieved.  Subsequent guidance issued by CCTA has given additional advice on methods and opportunities for savings.

3. In the light of the Committee's recommendations and the subsequent guidance from CCTA, the National Audit Office examined progress made in controlling telecommunications expenditure and in achieving potential savings.  The National Audit Office examined four departments:  the Crown Prosecution Service, the Foreign and Commonwealth Office, the Home Office and the Ministry of Agriculture, Fisheries and Food.  Two of these, the Foreign and Commonwealth Office and the Home Office, had been included in the earlier National Audit Office report.

Study approach

4. In carrying out their study the National Audit Office had regard to the Committee's recommendations and CCTA's guidance which advised departments to:

· devise an integrated telecommunications strategy linking overall needs and objectives;

· establish clear management responsibility for telecommunications services and costs;

· consider the scope for recharging costs to users to encourage greatest control;

· introduce call‑logging, call‑barring and detailed bill‑checking arrangements;

· consider the use of the government interdepartmental networks rather than private departmental networks

· consider the potential savings from competition; and

· take steps to obtain accurate, comprehensive information on expenditure, and record savings achieved.

The National Audit Office findings are set out below.

Strategies for telephone services

5. Telecommunications strategies should be closely integrated with planning of information systems and the delivery of business aims. Such strategies should also be reviewed periodically to ensure that full advantage is taken of advances in technology and increased competition.  A statement of management principles governing telecommunications strategies is at Appendix 3.  This has been developed from existing central government guidance and good practice in departments and the private sector.

6. The National Audit Office found that all departments had started work on a telecommunications strategy in accordance with CCTA guidelines but that only three had a fully developed strategy in place.

· The Crown Prosecution Service have recently accepted a report by consultants on a voice and data communications strategy and are now progressing its component recommendations.

· The Foreign and Commonwealth Office have an Information Systems strategy but no separate telecommunications strategy, although one is currently in preparation.

· The Home Office have recently developed a lateral telecommunications strategy to support information technology strategies prepared by each area and plan to issue guidance to telephone system managers by the end of 1993.

· The Ministry of Agriculture, Fisheries and Food have an integrated voice and data telecommunications strategy drawn up in accordance with CCTA guidelines.

Management of telephone services

7. Good management of telecommunications requires clear reporting arrangements and unambiguous responsibility for day‑to‑day management of services.  There needs to be a balance between central control of operations; and delegation of responsibilities to management at local level.  A central overview can help ensure:

· an awareness of new technological developments;

· that staff have the necessary skills and experience; and

· that purchasers of equipment and services achieve keen prices.

Delegating operational responsibilities to managers at individual sites and offices brings closer contact with users and should lead to better cost control.

8. The Ministry of Agriculture, Fisheries and Food have established clear reporting lines and responsibility for day‑to‑day management of services and costs, including the provision of adequate guidance to local offices on technical and business issues from a central support section.  The balance between delegation and central guidance is important:  local managers need to be able to make decisions on the basis of an informed judgement of the costs and benefits, within the confines of their budgets.  But they should have access to advice and guidance from the centre on the best method and choices available.

9. An example of how this has operated in practice is given at case study 1.  The National Audit Office found that the other departments need to make further progress in this area.

Case Study 1

10. In June 1991, with the support of MAFF's central Information Technology Division, the Central Science Laboratory installed a Call Management System costing £10,000.  This provides the local telephone manager with call‑logging, call‑barring and route optimisation facilities, and enables detailed checking of telephone bills for firm cost control.  Other benefits include management reports which monitor the standards of telephone service to staff and customers, for example the number of unanswered calls, and time taken to answer calls.  Savings of £8,000 in call charges were achieved in the first eight months of usage.

11. In general telecommunications services are managed locally as part of the accommodation and office services function by staff with little telecommunications training or experience reporting to local line management.  In some cases their junior position may prevent them from initiating new developments, for example, introducing call‑logging equipment or enforcing tighter discipline over staff who make excessive use of the telephone.  In this context the National Audit Office noted that the Passport Agency have strengthened support to local offices with the appointment of a telecommunications manager.  Also the Foreign and Commonwealth Office have a section devoted to the management of telecommunications services, including call‑logging, to provide effective oversight and value for money.

12. No department had feedback mechanisms to identify the extent to which cost savings measures had been considered or implemented locally.  The National Audit Office suggest, therefore, that departments should require managers to report from time to time, what action they have taken in response to central guidance, and with what benefits.

Recharging costs to users

13. The CCTA guidance advises departments, wherever possible, to recharge costs to users.  'Users' may comprise one site, an office or one function within an office.  The objective is to make those who use the telephone service accountable for expenditure on it. The earlier National Audit Office report noted that most departments examined did not recharge their telecommunications costs, though a number of departments had plans to review their arrangements.  Since then there has been a general move away from control of telecommunications costs and services by a central division towards delegation of responsibility for setting budgets and checking costs against them.  Such delegation is given to individual business units, for example individual prisons or local offices, partly as a result of the Financial Management Initiative and the Next Steps initiative.

14. Of the departments examined by the National Audit Office the Home Office, Ministry of Agriculture, Fisheries and Food and the Crown Prosecution Service had introduced delegated budgeting arrangements.  Under them local office staff were responsible both for operating services, including the telephone system, and for cost control.  The Foreign and Commonwealth Office are in the process of introducing a new system of devolved budgeting which will allocate telecommunications costs to each budget holder.

Call‑logging

15. Modern electronic exchanges incorporate Call Information Logging Equipment to log the time, duration and destination for each call. Loggers can be programmed to provide a variety of reports which enable managers to ensure that exchanges and equipment are run efficiently.  For example, reports may be produced giving details of all calls made from a specific extension, to identify extensions surplus to requirement or cases of suspected abuse.  The latter may lead to a reprimand or other management action.  Details of these reports are given at Appendix 4 and summarised in Figure 1.  Above all, call‑loggers encourage staff to be more cost conscious in their use of the telephone.  However, as loggers typically cost £3,000‑£9,000 depending on capacity, departments need to ensure potential savings exceed purchase and running costs, though the latter are usually low because of the automated nature of the equipment.  Some companies supply call loggers free for 1 or 2 months to provide snapshots of telephone usage and comparative costs.

(FOR FIGURE 1 SEE HARD COPY)

16. The National Audit Office found that all departments used some call‑logging facilities but that the degree of coverage varied.

· The Foreign and Commonwealth Office used call‑logging at all sites but the information was not used to apportion costs to users.  However, this will be developed as divisions take on devolved budgetary responsibilities.

· The Crown Prosecution Service used call‑logging equipment at five out of 31 Area offices.  An Internal Audit report has recommended examining opportunities for using call‑logging equipment on other of the Service's sites. For some of the smaller offices Internal Audit consider that the periodic examination of itemised bills would be an adequate alternative; but not all offices receive such information.

· The Ministry of Agriculture, Fisheries and Food had loggers at eight of their 200 sites.  They told the National Audit Office that only 30 sites could justify the capital investment, based on the potential savings to be gained from introducing call‑logging equipment, and that at about half of these the use of loggers would be limited by technical constraints, for example the age of the telephone exchange.  In their view good local telecommunications management backed up by central guidance could provide any of the equivalent savings to call loggers.  The Department has a portable logger which is used as required at sites which do not justify the installation of permanent loggers.

· The Home Office have made good progress since 1989 by introducing new telephone exchanges with integrated logging facilities at 108 of the 132 prisons and have plans to complete this modernisation programme in the near future.  All new exchanges purchased by the Department now incorporate call‑logging and call‑barring facilities.

17. Where logging equipment is installed departments did not always make use of the facilities available.  For example:

· at three of the five Regional offices of the Home Office Passport Agency, logging facilities were not used as staff had not been suitably trained.  However this has recently been remedied, and regular logging will begin once staff associations have been advised.

· all departments had experienced technical problems with logging equipment supplied by CCTA at central London buildings connected to the GTN London Metropolitan Service.  This is managed by CCTA and provides a telephone system, including maintenance, to customers in central London.  As a result of these technical problems, calls could not be logged by the Crown Prosecution Service, the Ministry of Agriculture, Fisheries and Food and the Home Office.  This difficulty should be resolved shortly when CCTA complete acceptance testing on their new network management systems and associated call management systems in departments.

Case Study 2

18. A study by consultants at one Home Office building used call‑logging equipment to assess the optimum number of exchange lines required to handle the current volume of telephone calls. They found that 78 out of a total of 130 exchange lines could be withdrawn without any decrease in quality of service, thus saving around £12,500 per annum.

Call‑barring

19. Call‑barring involves programming a telephone exchange to prevent calls from being made from some or all extensions to certain destinations.  The National Audit Office consider that, in the interests of economy, telecommunications managers should consider barring or restricting access to certain categories of telephone numbers.  Figure 2 illustrates the most common categories which could be restricted or barred.  As the number of premium rate services is increasing it is important that call barring tables are reviewed on a regular basis.

(FOR FIGURE 2 SEE HARD COPY)

20. Although all departments barred or restricted access to international calls, the degree of control on the dialling of premium rate numbers varied.  On CCTA's London Metropolitan Service premium rate services, all recorded information and directory enquiry calls are barred.  Other sites with modern electronic exchanges benefit from call‑barring facilities.  The Prison Service, for example bar premium rate calls and restrict access to international calls, directory enquiries and external calls.  The Foreign and Commonwealth Office bar premium rate calls at all sites, while the Ministry of Agriculture Fisheries and Food require all new exchanges to incorporate call‑barring of premium numbers configured in at time of installation.

21. BT and Mercury have introduced free optional call‑barring to any or all premium rate services, including recorded messages and chatlines, for customers served by digital exchanges.  This barring facility could be used by departments where technical constraints prevent call barring at the private exchange.  All departments should ensure that premium rate services are barred either directly or via BT or Mercury's facility.  In addition, the National Audit Office found that in general most staff had access to the national telephone network with only limited call‑logging to detect abuse.

Bill‑checking

22. The 1989 National Audit Office report noted the difficulties for departments in checking telephone bills which were not itemised. Since then itemised billing has greatly increased and is now available on over 80 per cent of BT lines and on all Mercury lines. Itemised billing is not available and could not be introduced cost effectively on the existing GTN Long Distance Service and the London Metropolitan Service.  The National Audit Office found that in general there has been a low take‑up of itemised billing by departments, although some staff at local offices have taken the initiative to obtain itemised bills.  Alternatively, in larger sites periodic reconciliations between the telephone bill and call‑logging information should help to confirm the reasonableness of the bill.

Case Study 3

23. The Immigration Service obtain itemised bills for all ports and airports and have introduced detailed checking of call charges.  At one port (Dover) this resulted in an immediate 50 per cent decrease in call charges.  This saving was attributed to the deterrent factor in advising staff that checks on call charges were in operation.

24. The National Audit Office consider that departments should obtain the full breakdown of rental items and costs now available from BT and Mercury and periodically, at least annually, reconcile these to up‑to‑date inventories and actual holdings.  The National Audit Office found that, although some offices in the Crown Prosecution Service, Home Office and Ministry of Agriculture, Fisheries and Food had identified errors on bills relating to rented items, none had issued guidance on the checks that should be undertaken to ensure all charges are correct, for example, that rental payments are paid only for equipment held, or taken steps to prevent a recurrence.  Where inventories existed they were not always reviewed to ensure items were still required or that rental was only paid for equipment held and services received.

25. Detailed scrutiny of rental payments can result in significant savings.  The National Audit Office noted a number of cases where new procedures or reviews revealed overcharging for rental lines and equipment.

Case Study 4

26. At the MAFF headquarters building in Guildford scrutiny of telephone bills against records of rented equipment held by the Department in July 1991 revealed an overcharge on rental for a period of four years totalling some £175,000.  This was subsequently recovered by the Department.

Case Study 5

27. At one Crown Prosecution Service office, staff obtained a full breakdown of rental charges.  When checked against the rental equipment held by the office, they found that the Department, had been overcharged £2,400 for equipment and services which were no longer rented.  This sum was later recovered by the Service.

Case Study 6

28. In October 1992, the Foreign and Commonwealth Office telecommunications strategy team investigated possible overcharging on rental costs for private wire circuits, as a result of which they identified savings to the Department of £55,000 per annum.

Interdepartmental networks

29 The earlier National Audit Office report referred to problems departments had in controlling the cost of using the main government networks:  the GTN Long Distance Service and the GTN London Metropolitan Service.  At that time GTN Long Distance charges reflected CCTA estimates of traffic which were based on infrequent sample logging exercises, rather than actual usage. Departments could not estimate and budget as well as they would wish, and lacked the information to investigate the scope for savings.  In April 1992 CCTA introduced a new tariff which reflects the actual costs of operating the network for each department, mainly the lease of private circuits.  CCTA plan to provide annual reports for each site comparing GTN Long Distance charges with the public network equivalent.

30 As the GTN London Metropolitan Service costs are apportioned on the basis of the number of extensions, the National Audit Office suggest that departments ensure not only that they are charged for the correct number of extensions, but that under‑used extensions are withdrawn in the interests of economy.  In addition, the call‑logging equipment which CCTA are introducing will enable departments to more closely monitor usage and produce regular statistics which could be used to estimate the cost of alternative services.

Case Study 7

31 In August 1992 the Foreign and Commonwealth Office reviewed the number of extensions rented from the GTN London Metropolitan Service.  300 extensions, 7 per cent of the total, were identified as surplus to requirements.  These extensions have now been removed at an annual saving to the Department of £110,000.

Opportunities for competition

32 The earlier National Audit Office report referred to opportunities for competition as Mercury became a viable alternative to British Telecom.  CCTA advised departments to consider Mercury services where these were available as an alternative to existing facilities; and to undertake periodic reviews of telephone charges to assess the scope for savings by switching to British Telecom, Mercury or the Government Telecommunications Network.  Departments should take account of quality of service when evaluating costs and also that the service they select is appropriate to their needs.

Mercury

33 The GTN London Metropolitan Service already provides access to Mercury for those London offices on the network.  In addition, all four departments used Mercury services at some locations, and keep their services under review as the Mercury network develops.  The Home Office is currently considering its use at one site following a study by consultants.  The study concluded that a Mercury service could reduce annual call charges from £207,000 to £175,000, a saving of 15 per cent.  However, as the assessment of tariffs is now exceedingly complex, it is essential that departments carry out a full appraisal before selecting a service and keep other options under review.

Call charge discounts

34 In response to competition both British Telecom and Mercury have introduced discount packages for calls made over their exchange lines.  CCTA has issued guidance on discount packages to departments covering a range of offices and sites.  The guidance is intended to help departments to evaluate tariffs since the determination of the most advantageous tariff in individual cases may be complicated.  As competition increases and tariff structures change departments need to ensure that they are using the most cost efficient option.

35 There has been limited take‑up of these packages by some departments to date:

· the Foreign and Commonwealth Office have achieved savings in the region of £10,000 per quarter in call charges through the selection of a discount option at one large site.

· in the Home Office, the Immigration Service have undertaken a systematic review of sites and selected an appropriate discount option; a similar review is underway in the Prison Service and discount options have been selected at several prisons.

Route optimisation

36 Route optimisation provides the automatic selection of the cheapest way to route a call to its destination.  It is sometimes referred to as "least‑cost routing" and is available on most modern exchanges.  The choice will depend on several factors including the ability of the carrier to connect directly with the intended destination, locations and distances involved, and the current tariffs offered by each potential carrier.

37 In May 1991 CCTA advised departments that it had programmed GTN London Metropolitan Service exchanges to make use of these facilities to select the most efficient route via British Telecom, GTN Long Distance, GOALS or Mercury.  London‑based departments such as the Foreign and Commonwealth Office, have benefited from this facility.  Depending on the types of call, savings of up to 30 per cent may be achieved; departments were recommended to introduce route optimisation at all other exchanges.

38 The National Audit Office found that three departments had taken steps to identify exchanges under their control with a route optimisation capability.  The Ministry of Agriculture, Fisheries and Food had also issued detailed guidance, including specimen routing tables, to local offices and implemented route optimisation where exchanges support the facility.  The Home Office informed the National Audit Office they planned to refine route optimisation arrangements at a major Croydon site to make the most cost effective use of the Government Telecommunications Network following the commissioning of a new call management system expected by the end of 1993.

Use of private contractors

39 The installation of telephone lines, moves to new premises and changes of extensions can be expensive, particularly when associated with major office refurbishment programmes.  In the GTN London Metropolitan area these tasks are normally undertaken for departments by CCTA's contracted maintainer, BT.  Following a review of their arrangements the Foreign and Commonwealth Office have opted to negotiate directly with BT with a possible saving of £69,000 per annum (38 per cent).

Information on expenditure and savings

40 Effective planning and management of telecommunications expenditure requires comprehensive and efficient systems for collecting and analysing information; and a committed effort from departments.  Where there is an absence of information about costs and usage departments are unlikely to be able to control costs and achieve value for money.

41 The National Audit Office examined the progress made by departments in obtaining accurate, comprehensive information on expenditure, including savings achieved, following the earlier report in 1989.  The study showed that no department could provide a profile of telecommunications expenditure by location and type since 1989 or could identify the full scale of savings achieved. It is therefore not possible to say whether the 5 per cent saving envisaged by the CCTA has been realised.

42 The National Audit Office recognise that this is due in part to the general move towards delegated responsibility for running costs and that central control and reporting may no longer be appropriate in all cases.  However, those with telecommunications management responsibilities need to be kept informed of best practice, make arrangements for its implementation throughout the organisation and be able to track cost trends against targets.

General conclusions

43 The National Audit Office was concerned to find that departments did not know what savings, if any, they had achieved since the earlier report.  The examination identified specific instances where departments have succeeded in reducing costs by making greater use of call‑barring, detailed bill‑checking and other options.  But progress since the Committee of Public Accounts' report in 1989 has been slow and piecemeal.  Although similar savings may not be achieved across the board there is still considerable scope for using the measures referred to in this report to their full potential to obtain further savings.

44 In particular departments and agencies need to be alive to the advantages on offer from continued technological developments; and from the growth of competition.  With annual expenditure on administrative telecommunications of over £300 million, the 5 per cent saving envisaged by CCTA would be worth £15 million a year. As a first step departments must obtain more reliable information on their expenditure on telecommunications as a base against which to set fresh targets and to measure any future reductions.  The National Audit Office consider that departments could save money on their telephone services by following the cost‑saving checklist at Appendix 4.

Glossary

BT   
  British Telecommunications plc

CCTA 
  CCTA, The Government Centre for  Information Systems, which issues guidance to central government bodies and manages the GTN Long Distance and GTN London Metropolitan Service as defined below.

GTN Long Distance Service 


The Government Telecommunications Network Long Distance Service is a private network managed by CCTA on behalf of central government departments connecting over 1000 government offices nationwide using lines leased from BT and Mercury.

GOALS
Government Out of Area Lines Service allows long distance calls to be made by GTN Long Distance and GTN London Metropolitan Service customers to over 200 STD codes via the GTN Long Distance Service and then on to a public network for the final connection at local call rates.  It also permits calls to be made via the GTN Long Distance Service to and from users of the Cellular Radio Networks at a reduced charge.

GTN London
The Government Telecommunications Network Metropolitan Service      London Metropolitan Service is a  telephone network of about 50 private branch exchanges available to customers in central London.  CCTA provide the operators and handsets and pay for all costs such as rental of lines and call charges.  Departments are then charged by CCTA on a per extension basis.

Mercury
  Mercury Communications Ltd
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Summary and Conclusions

1.  The Data Protection Act 1984 was the first legislation in the United Kingdom to address the use of computers.  It was designed to allow the United Kingdom to ratify the Council of Europe "Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data".  The Act gives individuals the right to see what information is held about them and, where appropriate, to have such information corrected or erased.  It also gives individuals the right to receive compensation for any damage or attendant distress caused by inaccuracy of information or because of any loss or unauthorised disclosure of information about them.  The Act requires those who hold information about people ‑data users ‑ to register details of their activities and, once registered, to follow the good practice laid down in eight Data Protection Principles.  Failure to register is a criminal offence.

2.  The Act is administered by the Data Protection Registrar, an independent officer who reports directly to Parliament.  He is assisted by an Office of some 100 staff at an annual cost of about £3.4 million.  Broadly, the Registrar's duties are:  to maintain the Data Protection Register; promote compliance with good practice; consider complaints; spread information on the Act and how it works; encourage the development of codes of practice for the guidance of data users; provide appropriate assistance to other countries that have ratified the Convention; and to back up his duties by the prosecution of offenders and enforcement of the Principles where necessary.

3.  A draft Data Protection Directive has been published by the European Commission.  This is aimed at harmonising data protection legislation throughout Europe.  Once the Directive comes into force it will require changes to the existing United Kingdom legislation that may be of considerable significance for the work of the Registrar's Office.  For example, the directive as currently drafted covers manual as well as computerised data.  It is unclear when final agreement on the Directive will be reached and it is unlikely that United Kingdom legislation to deal with any necessary changes would come into effect before the end of 1996.

4.  The Registrar operates within a number of constraints on the performance of his functions.  Some are limitations within the particular legislation:  for example, the Registrar cannot require information to be supplied to him by data users, except in limited circumstances in connection with applications for registration; he cannot carry out audits or inspections; and his powers to enter premises are limited.  Other constraints are common to any regulatory organisation, for example the difficulty of bringing successful criminal proceedings; more general constraints arise from limitations on public expenditure and available staff resources.

5.  This report examines how the Registrar carries out his duties to achieve his aims and objectives.  The main findings and conclusions are as follows:

Registration

(a)  An estimated 200,000 to 250,000 data users should have registered, but only just over 150,000 have done so. About a third of data users may therefore be using personal data illegally.  Those not registered are likely to be mainly small organisations (paragraphs 2.2 and 2.6).

(b)  The Registrar's research indicates that one in three small companies and nearly one in six large companies are unaware of the statutory obligation to register.  Whilst such companies may in fact be registered ‑ and for larger organisations the Registrar would expect this to be the case ‑ the Act's detailed requirements are not widely known throughout data user organisations.  One in eight small companies knows nothing at all about the Data Protection Act (paragraphs 2.4 and 2.5).

(c)  The Registrar uses a variety of methods to promote and inform data users about their duties to register under the Act.  He supplements this with advice to those organisations ‑ such as schools ‑ whose legal status has changed.  However, there is currently little investigative effort aimed at ensuring initial registration of those required to register; efforts are mainly directed to the renewal of existing registrations (paragraphs 2.5 to 2.14).

(d)  Only brief checks are made of data users' applications to register.  The accuracy of the information provided is not generally verified although there are cases where the Registrar does have concerns which cause him to check to see that data users applying to register are following the good practice required by the Data Protection Principles (paragraphs 2.15, 3.2 and 3.3).

Good Practice

(e)  The Registrar has links with data user groups, professional bodies and individual business sectors which allow him to make broad estimates of the risks attached to non‑compliance with the statutory Data Protection Principles (paragraphs 3.4 to 3.6).

(f)  Many data users are unaware of their obligations under the Data Protection Principles.  Over two‑thirds of small companies and more than half of large companies did not know of these obligations (paragraph 3.7).

(g)  The Registrar has monitored compliance with good practice in a few areas.  However he is largely dependent upon complaints from the public to warn him of potential problems (paragraphs 3.8 to 3.10).

(h)  The Registrar seeks to encourage and secure compliance with good practice without resorting to his statutory enforcement powers.  As a result, only some 200 formal supervisory and similar notices have been served since the Act came into force.  Most of these are refusal notices, served because the Registrar was unable to trace a data user after a valid application to register had been made.  Twelve notices aimed at compliance with the Data Protection Principles are currently in force and there have been three prosecutions in respect of these. However, the Registrar does not have a standard practice of visiting all data users in order to inspect compliance after service of a notice (paragraphs 3.11 to 3.15).

Complaints

(i)  All complaints received from the public are considered. Almost two thirds are cleared within six months and almost 90 per cent within a year.  Many complaints raise complicated issues and, despite the time taken, overall the Registrar provides a reasonably effective and prompt complaints service (paragraphs 4.2 to 4.5).

Public Awareness

(j)  Although four out of five people consider protecting people's rights to personal privacy to be very important, only half have any awareness of the statutory data protection arrangements and only a third are aware of the existence and functions of the Data Protection Registrar. Four out of five people are unaware that a law exists giving them clear rights and safeguards about information held about them (paragraph 5.3).

(k)  The Data Protection Register is not available on a local basis and is not readily accessible to those members of the public who wish to exercise their rights of scrutiny (paragraph 5.7).

6. In the light of these findings the National Audit Office consider that, to improve and strengthen the protection of the public; the Data Protection Registrar should:

· Renew and redirect efforts to increase the number of data users registered under the Act.

· Strengthen controls over those applying to register, with sample checks to ensure they are following good practice.

· Review the nature and current level of the risks to the public by failures by data users to follow required controls and good practice.

· Produce and implement a strategy for the direct monitoring of compliance with good practice.

· Check in all cases to ensure that formal supervisory notices are complied with.

· Take steps to improve significantly what people know about the Data Protection Act, and their rights under it, and how any complaints should be pursued.

· Make the Data Protection Register more readily available to the public.

7.  The National Audit Office believe that actioning these recommendations could materially assist the Registrar in carrying out his task.  But there are constraints limiting the implementation of the recommendations.  First, there are limitations on the Registrar's powers and functions under the Data Protection Act.  But although there may be difficulties in securing any necessary changes in the short‑term, preparing for revised legislation that would follow the adoption of the Data Protection Directive would provide a good opportunity to review the present provisions and identify necessary changes.  Second, this report is concerned primarily with what the Registrar is doing and might do to meet statutory and other requirements.  It is for the Registrar to assess any extra resources required, taking into account whether different use of existing resources might be possible; and ultimately for the Home Office to determine the level of grant in aid which is made available, having regard to wider competing demands.
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Summary and conclusions

1. This Report records the results of an examination by the National Audit Office (NAO) of the control of major developments in the use of information technology (IT) by the Inland Revenue Department (IR).  In 1985 ‑ 86, IR spent £77.6 million on computers, telecommunications and associated accommodation, and some £25 million on IT staffing including £8.2 million on consultants.  The Report reviews the project for computerisation of PAYE and Schedule D assessment (COP/CODA) ‑ the mainspring of recent developments, costing £319 million to implement and run up to the end of 1987 ‑together with developments towards an integrated tax collection system.  More generally, it considers the Department's arrangements for strategic planning and staffing of projects.

2. The main emphasis of the NAO examination was on assessing whether IR had established or were developing sound procedures for management of the significant resources they are now putting into IT projects and for identifying the potential for use of IT.  The examination fell into four parts.  First, it set out to establish how well the COP/CODA project was being controlled; second, it examined the cause and financial consequences of the failure of a proposed integrated tax collection system (ICS) and whether it indicated a need for further improvement in IR's procedures; third, it considered whether IR had developed suitable strategic planning of IT projects, including the setting of priorities; and finally, it assessed IR's arrangements for IT manpower planning management.

Main findings and conclusions

3. The main findings and conclusions arising from the NAO examination were as follows:

On COP/CODA

(a)  Despite the introduction of more advanced computer technology (paragraph 2.18) and many changes in specification (paragraph 2.26), IR still expect to complete the project by the end of 1988.  This represents a notable achievement when viewed against the scale and risks of the project, increasing shortages of IT staff, and costly delays and failures in past government computer projects.

(b)  Successful progress has been partly due to sound project control and system design and development procedures, with strong support and commitment of top management; but it also owed a great deal to the creation and maintenance of a mixed development team of the right skills, including substantial use of outside consultancy support (paragraphs 2.8 ‑ 2.  1 0).

(c)  Since the original estimates were prepared ‑ for COP in 1980 and CODA in 1984 ‑the overall project costs have risen by 9 per cent in real terms but the project has been changed and enhanced considerably, including the introduction of more advanced technology.  This increase includes a 27 per cent rise in staff costs ‑ mainly as a result of an increase in the cost of using outside consultants from £5 million to £22 million (paragraph 2.15).

(d)  Despite the increase in costs, the latest available estimates indicate that the project should achieve the Treasury target rate of return ‑ 5 per cent ‑ in 1997 ‑98 and at this stage it appears a sound investment, having regard also to the fact that it provides the infrastructure to enable IR to develop more profitable projects (paragraphs 2.13 and 2.28).

(e)  However, it will be several years before COP/CODA is completely operational and IR can assess fully how successful it has been in meeting its projected staff savings and other objectives; although the project provides scope for considerable gains in efficiency and effectiveness, increasing pressure on and competition for IR's resources could still place timely delivery at risk and result in a substantial loss of the potential savings (paragraphs 2.21 ‑ 2.22).

On ICS

(f)  ICS was a costly failure and IR's management of the project presents a stark contrast with that of COP/CODA, with shortcomings in project planning, control and design procedures, and staff shortages.  However IR have since taken steps to minimise the risk of a recurrence of the ICS experience (paragraphs 3.7 ‑ 3.9).

On strategic planning of projects

(g)  IR have now established a better structure for future planning of IT developments across the whole Department and taking decisions about departmental priorities (paragraphs 4.6 ‑ 4.7).

(h)  IR's portfolio of projects up to 1994 exceeded their resources and required the Department to determine priorities, having regard to such factors as the costs and benefits of each project and their public expenditure and manpower targets (paragraphs 4.12 ‑ 4.13).  But setting priorities had proved to be a difficult exercise. Although the decisions taken by IR up to May 1986 appeared to be soundly based, the Department had further work to do to establish a comprehensive set of departmental priorities (paragraphs 4.1 5 ‑ 4.1 7).

On staffing

(i)  General demand for IT staff has for many years outpaced supply, particularly in government departments, and despite measures to overcome these shortages the position is worsening, with high wastage in key grades.  As a result departments' expenditure on consultants rose from £12 million in 1983 ‑ 84 to £44 million in 1985 ‑ 86 (paragraphs 5.2 ‑ 5.4).

(j)  IR's experience followed this general pattern.  Overtime payments rose from £0.  5 million in 1984 ‑ 85 to £1.1 million in 1985 ‑ 86, and expenditure on consultants increased from £2.1 million in 1983 ‑ 84 to £8.2 million in 1985 ‑ 86 (paragraphs 5.6 ‑ 5.7).

(k)  IR's methods of assessing their IT staffing needs were not fully satisfactory; projections had been prepared on inconsistent bases and dealt with numbers and basic experience of staff rather than with particular skills required.  There was strong evidence, in the cancelled ICS project, in COP/CODA and in the proposed new system resulting from the Business Review of the Collection Service (BROCS), to suggest that IR had significantly underestimated their staffing requirements and what could realistically be achieved with the resources likely to be available.  To a large degree these problems resulted from the pressure to deliver COP/CODA on time and an underestimation of the amount of change the projects would face.  However, IR are now developing improved manpower planning and are testing their methods of estimating (paragraphs 5.13 ‑ 5.14).

(l)  In an attempt to overcome staff shortages and deficiencies in Civil Service recruitment arrangements, IR have taken or participated in a wide range of recruitment measures, but numbers still fall well short of requirements.  IR are now considering other options, including direct recruitment of specialist staff (paragraphs 5.15 ‑ 5.17).

(m)  Training for the Department's IT staff has largely been sacrificed under pressure to complete the COP/CODA project on time; but IR are now carrying out a wide‑ranging investigation intended to lead to a comprehensive training strategy for all IT staff (paragraphs 5.18 ‑ 5.19).

(n)  IR have taken a number of steps to increase staff efficiency, through new project control and development procedures, programming aids and other measures.  But in this difficult area, where little progress has been made generally, the Department have not yet developed reliable performance indicators (paragraphs 5.2 1 ‑ 5.2 2).

(o)  Most of the consultants employed by IR have been supplied by two firms under arrangements initiated in 1978. Although NAO examination confirmed that fees paid by IR in 1985 ‑ 86 were broadly in line with those paid by other government departments, these fees were on average more than 4 times the cost of equivalent grades of in‑house staff excluding overtime (for which consultants do not get paid) and in 14 cases averaged over £124,000 per annum (paragraph 5.24).

(p)  IR have recently introduced revised procedures for reviewing the need for consultants and the scope for replacing them with in‑house staff .  However, it would be unrealistic to expect a significant reduction of numbers in the short term except for work requiring less specialist skills where the success of the scheme for local recruitment of EOs is making a significant impact (paragraph 5.26).

4. To sum up therefore it would seem that IR's strategic planning, project control and system development arrangements now provide the basis for them to achieve improved value for money from the computerisation of their administrative procedures.  This is currently being demonstrated by the successful progress of the COP/CODA project.  However, the ultimate achievement of potential savings could be put into jeopardy if IR do not set clear priorities and if adequate manpower resources are not made available ‑ for example, as much as £13 million could be lost as a result of delays in introducing enhancements to COP (paragraph 2.22).  Ultimate achievement of value for money will therefore depend very much on the success of further improvements in strategic planning and manpower planning and control.
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Summary and conclusions

1.  The Department of Health and Social Security (from July 1988, the Department of Social Security) have since 1982 been developing their Operational Strategy which is thought to be the largest programme of computerisation in Europe.  It aims to achieve greater efficiency in the administration of social security operations, a better service to the public and more satisfying work for staff.

2.  This National Audit Office examination of the Operational Strategy addressed the following issues:

(a)  whether the Strategy was being developed and delivered on time and within budget, and was likely to achieve planned benefits;

(b)  whether the Department had adopted successful arrangements for managing the Strategy.

Progress, costs and benefits

Progress in developing and implementing the Strategy

3.  The NAO findings are:

(a)  The Operational Strategy, which spans a 12‑year development and implementation period from 1982 to 1994, has changed in scope and content in the light of experience and external developments, and now includes 10 benefit‑related projects (paragraphs 1.2 and 2.2‑2.3).

(b)  The Department expect to achieve full implementation of the Strategy in its current form by 1994, within the originally envisaged time scale (paragraph 2.4).

(c)  The first two (interim) projects were implemented broadly on time in the large majority of offices.  The Department responded quickly to the requirement for three new projects necessitated by major changes to social security benefits; two of these were fully, and the third mainly, implemented on time (paragraph 2.5 and Table 1).

(d)  A further five benefit‑related projects were under development at the time of the NAO examination.  One has since commenced live running, four months later than planned' The Department expect to begin implementation of another project on time and of the remaining projects within three to six months of the original target dates (paragraph 2.6 and Table 1).

(e)  Slippage had occurred on all the main projects during their development.  But to recover time lost and to ensure delivery of the systems at the earliest opportunity the Department have deferred low priority functions; postponed less important projects indefinitely; employed an increasing number of consultants; and made extensive use of overtime.  Some of these measures led inevitably to increased expenditure (paragraphs 2.7‑2.9).

4.  Delays in delivering the Strategy would adversely affect the timely achievement of its aims, and may affect its overall financial viability.  As noted above, by early 1987, all projects had slipped against their original plans.  But in mid‑1987 the Department resolved that no further delays would be tolerated. Since then they have been particularly active in their efforts to recover lost time.  In general this has been successful in achieving delivery of most of the earlier projects on time; and at the time of the NAO's examination had reduced delays on others to a maximum of six months.  The Department's actions should have helped to support the financial viability of the Strategy, but it is vital that the latest target dates for national implementation (Table 1) are achieved.

Costs and benefits

5.  The NAO findings are:

(a)  Between 1982, when the first broad estimates were made, and 1988 the estimated costs of the Strategy from commencement to 1998‑99 rose from £713 million to £1,749 million in real terms (an increase of 145 per cent) while net savings fell from £915 million to £414 million in real terms (a fall of 55 per cent) (paragraph 2.11 and Table 2).

(b)  The NAO were unable to establish the extent to which these differences were due to changes in the scope and content of the Strategy since 1982 and to changes resulting from under and over estimating costs and savings.  This was because of serious shortcomings in the way the Department had reflected estimated costs in initial financial appraisals and in the way in which they had subsequently recorded and monitored actual costs. The Department consider that much of the fall in net savings is due to the very broad nature of the 1982 estimates, the difficulties in analysing the financial consequences of investing in new technology and the significant changes made to the Strategy.  The shortcomings in recording of costs also mean that the Department will be unable to produce a full financial outturn for the Strategy as a whole when it is completed (paragraphs 2.12‑2.16).

(c)  In May 1988, the Department prepared a financial baseline which showed that costs and benefits arising from implementing the Strategy had a net present value of £175 million to 1998‑99 giving an internal rate of return of 10 per cent.  There was therefore a convincing case for continuing investment (paragraphs 2.17‑2.18).

(d)  The achievement of the net present value of £175 million depends crucially on the level of staff savings to be achieved.  A 17 per cent shortfall in the estimate could reduce that value to nil and put the financial viability of the Strategy at risk.  Equally any increase in the actual savings above the planned level would improve viability.  Estimates of staff savings are at this stage subject to some uncertainty but the Department are committed to achieving the savings (paragraphs 2.19‑2.20 and Table 3).

(e)  The net present value of £175 million was overstated as it excluded certain costs estimated at between £12 and £35 million.  But it also does not include a valuation of the benefits of improved service to the public.  The extent of these are uncertain.  They are also difficult to quantify although the Department are considering ways of doing so (paragraph 2.21).

6.  In the NAO's view the Department's failure to monitor the financial viability of the Strategy as a whole before May 1988 and the serious shortcomings in financial control which existed before that date are matters for concern.  However, the introduction of a new financial monitoring system and of a financial baseline in May 1988 will enable financial control to be improved considerably. While the NAO's findings have disclosed uncertainties which could impact on the overall financial viability of the Strategy, the Department are confident that it is still a worthwhile investment.

Recently completed projects

7.  The NAO findings are:

(a)  The first two of the five completed projects have achieved most of their main objectives.  The Department have not undertaken post‑implementation reviews of the other three projects but they have reported that one had been well received by staff and that they considered another to be a major success.  There are, however, indications of problems on the third project although the Department expected to have resolved these by December 1988 (paragraphs 2.23‑2.36).

(b)  The Department are unable to demonstrate with certainty the financial outcome of the first two completed projects because the recording of project costs was defective and also because they had not measured the staff savings directly attributable to the projects (paragraphs 2.25 and 2.32).

8.  Whilst these findings suggest that the first two of the five completed projects have met their main objectives, the NAO are concerned that the Department are unable to establish with certainty the financial outcome of the projects.  In future the Department plan to make an accurate assessment of the financial benefits arising from completed projects.

Management of the Strategy

Planning and monitoring

9.  The NAO findings are:

(a)  Initially, there were weaknesses in the way in which overall and operational management roles had been interpreted and applied in practice.  But in the course of the NAO's field work the Department re‑organised their arrangements and re‑defined responsibilities (paragraphs 3.4‑3.5).

(b)  The Department have planned the Strategy within a well‑developed strategic framework (paragraph 3.6).

(c)  The Department have been successful in determining user requirements for projects already implemented.  There have been shortcomings in training of users involved in planning the projects still under development but the Department have taken steps to deal with these shortcomings (paragraphs 3.7‑3.9).

(d)  Initially there were inconsistencies in financial appraisals.  There were also shortcomings in the identification of inter‑ dependencies of projects although the Department believe that these did not have a significant impact.  The Department developed a methodology for planning individual projects on a common basis so as to further the strategic aim of achieving a unified computer system.  But it had some weaknesses and in consequence some projects had to be replanned.  The Department successfully developed a system for identifying inter‑dependencies of detailed work‑steps within individual projects (paragraphs 3.10‑3.19).

(e)  There have been weaknesses in monitoring progress.  In consequence the Department were not fully aware of the picture of delays and increasing costs emerging.  But they have recently improved monitoring arrangements and these are resulting in more effective control (paragraphs 3.22‑3.24).

(f)  There were weaknesses in the Department's arrangements for monitoring the achievement of Strategy objectives. Improvement in quality of service to the public is one of the central objectives of the Strategy but the Department have not yet identified the full scope of expected improvements.  The Department are addressing these issues and intend to finalise their work by February 1989 (paragraphs 7‑8 above and Report paragraphs 3.25‑3.27).

10.  These findings indicate that, particularly up to 1987, there have been shortcomings in the Department's arrangements for managing the Strategy.  These shortcomings almost certainly contributed to earlier delays (paragraph 3(e) above).  However, the Department have recognised many of these shortcomings and have since made considerable improvements.  Weaknesses in monitoring need to be overcome if the Department are to demonstrate the achievements of systems now under development and ultimately identify the financial and other benefits of the Strategy as a whole.

Development and installation

10.  The NAO findings are:

(a)  Shortages of skilled information technology staff are an industry wide problem and were one of the main causes of initial delays in the development of the Strategy.  This was made worse by the impact of industrial action among development staff in 1987.  The Department have made strenuous efforts to cope with shortages.  Improved programmer productivity and the location of development work away from London have eased shortages but recruitment initiatives have met with limited success (paragraphs 3.29‑3.36).

(b)  Lack of relevant manpower planning and effective training facilities meant that the Department were unable to make the best use of the staff available.  However, the Department are now developing a skills‑related manpower planning capability combining training, education, job placement and career development (paragraph 3.37).

(c)  The Department have made considerable use of consultants. In 1987‑88 the cost of some consultants was nearly five times that of equivalent in‑house staff.  While the Department consider that the use of consultants represents good value for money if it enables them to avoid costly delays, they were unable to demonstrate this in all cases.  However, from May 1988 they introduced arrangements for monitoring consultants' work (paragraphs 3.39‑3.45).

(d)  Contracts for most computer mainframe equipment are being awarded by single tender but the costs incurred have been examined and verified by the Central Computer and Telecommunications Agency.  The Department have been successful in securing discounts in recognition of the size of the purchases (paragraphs 3.47‑3.48).

(e)  Problems with suppliers have resulted in delays. However, a Memorandum of Understanding has helped to improve the performance of the main supplier.  But there has been continuing confusion within the Department over responsibility for ensuring tight control over suppliers and in response the Department have recently re‑organised their arrangements (paragraphs 3.49‑3.51).

(f)  The Department seriously underestimated the cost of installing systems in local offices but this was before detailed work was undertaken.  The Property Services Agency were concerned that the Department were slow to agree the specification for the required work.  Detailed site surveys now being undertaken, however, indicate that the installation work can be completed in sufficient time to enable systems to be introduced on schedule or earlier than planned (paragraphs 3.52‑3.56).

(g)  The Department are looking at all options to minimise the cost of achieving the significant run down in staff arising from the Strategy (paragraphs 3.58‑3.59).

12.  The NAO recognise that delays in development and cost increases were due in part to factors such as industrial action which were outside the Department's control.  However, problems were also due in part to weaknesses in arrangements for developing the Strategy.  The Department have recognised these failings and have recently been particularly active in seeking to remedy them.

General conclusions

13.  The NAO concluded that since 1982 the Department have made significant progress in developing the Strategy to replace existing costly clerical systems with on‑line computerised systems.  This is a large and innovative undertaking at the forefront of new technology and information technology management.  Although the NAO investigation has identified some delays and substantial cost increases, many of these were due to the complexity of the tasks undertaken and some to factors outside the Department's control.

14.  However, the NAO consider that others were due to weaknesses in the Department's management of the Strategy particularly in the fields of planning, monitoring and resource utilisation.  There were also significant weaknesses in financial management and control.  The Department have acknowledged these weaknesses and have since taken firm action to remedy them and to ensure the delivery of the Strategy at the earliest opportunity.  In some cases the action taken involved risks and expenditure which would otherwise have been avoided.  It is too early to conclude that all the Strategy's objectives will be achieved and whether its financial viability is assured.  But the Department's present plans are directed to these ends and they are confident that they will succeed.

Health service

Managing Computer Projects in the National Health Service
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Summary and Conclusions

1.  In 1990 ‑ 91 the National Health Service (NHS) in England is likely to spend some £16 billion on hospital, community health and related services.  Effective management of complex activities on this vast scale depends upon the timely availability of reliable information; and this in turn leads to heavy dependence on computerised systems and other Information Technology (IT) developments.

2.  Currently.  NHS expenditure on computerised systems is running at about £20 million a year ‑ but the Department of Health expect it to increase gradually in the next few years.  The proposals in the NHS White Paper (Working for Patients), now reflected in the National Health Service and Community Care Act 1990, will add to the complexity of management information requirements and thus put a high premium on effective use of IT.

3.  This report records the results of a National Audit Office examination of how well the NHS has managed computer projects.  The report addresses three main issues.

(a)  whether the Department of Health's strategic framework has led to a more effective approach to information management and technology;

(b)  whether NHS arrangements for management of computer projects have secured value for money.

(c)  whether central developments are adequate to secure further improvement in information management.

The National Audit Office's main findings and conclusions are as follows:

Strategic framework

4.  Since 1985 NHS Management Board and their successors, the NHS Management Executive, have promoted a much more concerted approach to the development of information systems and the use of IT in the hospital, community health and related services (paragraphs 2.14 ‑2.15).  But a great deal remains to be done and there are continuing uncertainties over specialist IT staffing (paragraph 2.23).

5.  In October 1986 the Department published a national strategic framework for information management in the hospital and community health services (paragraphs 2.14 ‑ 2.17).

6. As a consequence, each health authority was to develop an information and IT strategy in line with guidance published in 1987.  They were to have been completed in 1989 but to allow assimilation of the consequences of the White Paper, "Working for Patients", published in January 1989, the Department extended the timetable to 1990.  Those regional strategies, or frameworks, produced in 1989 varied in quality and completeness.  The Department intend to produce a national information systems strategy for the NHS by mid ‑ 1991 (paragraphs 2.18 ‑ 2.20).

7.  The NHS has a policy of leaving health authorities to undertake IT procurement in line with local requirements, with the support of a national centre of responsibility for computer procurement. Suppliers of IT products have suggested to the National Audit Office that the NHS's approach to computer procurement is wasteful and expensive.  The Department have accepted that some improvements are necessary and are reviewing the procedures in conjunction with the NHS computer procurement centre and major suppliers (paragraphs 2.33 ‑ 2.37).

8.  Successful implementation of the NHS's computerised information systems will depend heavily upon an extensive staff training programme.  Formulation of and consultation on a new IT training strategy took a long time, and the resultant programme appears to have attracted insufficient priority at local level (paragraphs 2.24 ‑2.28.

Management of computer projects

9.  The National Audit Office's examination of a selection of computer projects planned and developed mainly between 1980 and 1986 identified poor standards of project management, with insufficient attention paid to users' needs (paragraphs 3.6 ‑3.31).  Typical shortcomings included:

*    incomplete feasibility studies

*    loose contractual arrangements;

*    inadequate planning;

*    weak control;

*    absence of post‑implementation reviews.

These failings did not affect all projects but tended to have had much greater adverse impacts on larger scale projects.  They have resulted in failures to meet project objectives or to achieve cost and time targets (paragraphs 3.32 ‑ 3.39).  While in‑patient and master patient index modules have been implemented at all sites, other modules provided in patient administration systems are not being used extensively (paragraph 3.6).

10.  The Department have recognised the need for much better project management.  They have launched a training programme aimed at introducing a more methodical approach (paragraph 2.32) and are supporting project management in connection with the resource management programme (paragraph 4.5).

Central Developments

11.  The Department authorised an extensive roll‑out of the resource management programme after what they regarded as promising experience at six pilot sites.  The pilot sites will be subject to further evaluation in the autumn of 1990 (paragraphs 4.2 ‑ 4.6).

12.  The Hospital Information Support Systems project is being used to investigate ways of integrating operational systems in acute hospitals, and to help develop training and guidance on investment appraisal and post‑implementation reviews.  Suppliers of IT products have complained about high tendering costs for this project (paragraphs 2.31 and 4.11 ‑ 4.12).

13.  The initial implementation of the changes flowing from the White Paper and the Act, due to start in April 1991, will depend largely on existing information systems.  Replies to the National Audit Office between April and June 1990 (before the Department had completed a national consultation exercise) suggested that two‑thirds of districts expected to meet the new information systems requirements; the remainder expressed a variety of concerns, which the Department are addressing (paragraph 4.15). Because of the increased need to transmit data across boundaries, the Department expected increased adherence to national data interchange standards, and a high degree of compliance with centrally‑led initiatives (paragraph 4.17).

The National Audit Office's general conclusions

14.  Until the late 1980s development of information systems and IT in the NHS proceeded without clear strategies, although a programme for health authorities to produce strategies and a national strategic framework were put in place.  Management of computer projects was often weak, with many failures to follow good practice, resulting in poor value for money.  The NHS had fallen well behind large commercial organisations in making good use of IT developments.  Pressure now to catch up raises the risk of trying to go too fast while skilled staff and other resources remain limited.

15.  Since 1986 there has been a stronger central initiative, although its ability to secure compliance at local levels relies mainly on persuasion and indirect pressures.  The NHS's future information and IT requirements are likely to increase sharply, placing severe demands on local management.  The Department and the NHS Management Executive therefore need to ensure that:

*    programmes reflect properly developed and maintained information and IT strategies.

*    adequate numbers of training staff are available;

*    procurement arrangements are improved, as intended, within an agreed strategy;

*    while taking due account of users' views, systems are designated or purchased against agreed standards or otherwise made compatible wherever possible;

*    lessons learned are disseminated.

Sustained action on these matters is necessary if the NHS is to avoid further repetition of previous mistakes in the management of computer projects.  Success or failure is likely to have a strong bearing ultimately on the outcome of the NHS reforms.
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Summary and Conclusions

1.  Information technology is the use of computers and telecommunications equipment to record, process or transfer information or to make it accessible to those who need it. Information technology plays a key role in providing the high quality and timely information vital to achievement of the objectives of the Ministry of Defence (the Department).

2.  The Department distinguish between information technology used primarily for management and administration (support information technology) and that used primarily for planning and conducting military operations.  This Report concentrates on the former.

3.  The Department spend over £200 million a year on support information technology.  They operate some 25 large mainframe computer centres, hundreds of other systems, and thousands of micro‑ computers.

4.  In 1984 the Department's Chief Scientific Adviser identified that the Department's method of information technology planning might not have been best suited to extract maximum benefit from emerging technology.  The National Audit Office examined the progress made since 1984, and whether the Department's arrangements for the management and control of support information technology accord with good practice and achieve good value for money.

5.  The main findings and conclusions were:

On nine individual systems examined:

(a)  systems under development before recent changes in procedures showed some of the weaknesses identified by the Department's own studies.  There was evidence of improvement in more recent projects ‑ including a higher level of user involvement and satisfaction, and systems design allowing easier enhancement or change (paragraphs 2.3, 2.7, 2.8 and 2.9);

(b)  all nine systems suffered delays due to factors such as shortages of skilled staff; changes in approach, policy or requirements; and the time taken to approve proposals (paragraph 2.4);

(c)  most estimates of development and initial implementation costs had been reliable where comparisons with later estimates were possible.  But in one of the nine cases 100 man years had been devoted to a system for which the original estimate was 12 man years (paragraph 2.5);

(d)  the Department cancelled LANDSCAPE.  The other systems all achieved or continued to predict a net financial saving.  In several cases the annual financial benefits were significant, but of four systems which had been subject to post‑implementation review in the last five years only one had so far achieved all the financial and operational benefits intended (paragraph 2.6);

On planning for information systems

(e)  the high‑level strategy approved by the Department in 1988 established a framework for improvements to support information technology.  The development of separate strategies for each sector and functional area, including plans for specific information technology systems, is an appropriate way to proceed, given the Department's size and structure.  However, there is a need for strong management and co‑ordination at the centre to address issues which span the separate strategies and the divide between operational and support information technology (paragraphs 3.5‑3.12 and 3.21‑3.23);

(f)  progress in developing strategies has been slower than expected and they will not be completed before 1992 (paragraphs 3.13‑3.14);

(g)  the first completed strategies cover ten‑ year periods and suggest investment of some £1,700 million in information technology.  The Department have recognised the need to improve the identification and analysis of costs and benefits before strategies are approved and priorities determined (paragraphs 3.13 and 3.15);

(h)  the systems examined were affected by the fact that they were initiated before an overall strategic framework had been conceived.  However, recent proposals for new systems or enhancement of existing systems, are being prepared and considered, wherever possible, in the light of emerging strategic thinking (paragraphs 3.16‑3.17);

(i)  the introduction in 1991 of the Department's revised arrangements for financial accountability and responsibility, the New Management Strategy, will in general increase the degree of flexibility available to budget‑ holders to manage resources.  The Department have yet to establish whether the mechanisms in place ensure that approved practices and standards are adhered to and that progress in management of support information technology is maintained (paragraphs 3.18‑3.20, 4.9 and 5.30);

(j)  the Department have taken some steps to improve the availability and use of human resources.  However, progress has been slow and, whilst pay remains a key issue, staff and skills shortages are likely to remain major constraints on achievement of the potential benefits of information technology (paragraphs 3.24‑3.26);

(k)  further progress in defining policies and responsibilities for security of both classified and unclassified but sensitive material is required.  Major systems can involve important security considerations (paragraphs 3.9‑3.10 and 4.17);

On defining the requirements for information technology projects

(l)  in the nine cases examined by the National Audit Office, the appropriate procedures for justification, including investment appraisal, had mainly been complied with. There was not always full evaluation of alternatives.  In two of the nine cases the justification relied on general estimated efficiency gains (paragraphs 4.4‑4.8)

(m)  some projects had suffered problems owing to users' inexperience of information technology or difficulty establishing user needs.  The Department are now improving the involvement of users when drawing up systems requirements (paragraphs 4.12‑4.16);

(n)  the Department have made some use of prototyping and pilot systems to enhance the effectiveness of user involvement and evaluate more rigorously the potential benefits of proposed systems.  There may be scope for extending the use of these techniques where cost‑effective.  The use of competing pilot systems for CHOTS may provide important lessons (paragraphs 4.7, 4.11, 4.17 and 5.9);

(o)  project cost overruns, delays or failure to meet user requirements can often be ascribed at least in part to the difficulties of managing the Department's development of large or complex information technology projects.  The life‑cycle from initiation to implementation of the systems or phases examined by the National Audit Office ranged from two to nine years.  The Department are reducing the size of new projects to more manageable proportions (paragraphs 4.19‑4.20);

(p)  the process of approving projects often takes a considerable time.  The introduction of the Department's New Management Strategy, the approval of functional area information technology strategies and delegated financial authority based on those strategies should help to reduce the number of levels at which approval is required (paragraphs 4.21‑4.22);

On standards and project control

(q)  significant benefits can accrue from the adoption of technical standards in the procurement of information technology equipment.  The benefits include promotion of competition in letting contracts.  The Department have made some progress in approving standards, although none is yet mandatory.  For many aspects of information technology systems there are as yet few standards which are widely accepted and implemented by suppliers.  In addition to adopting some interim solutions the Department have made an active contribution to the work of standard‑making bodies (paragraphs 5.2‑5.8, 5.10‑5.11);

(r)  for CHOTS, the Department procured pilot systems from two consortia following open competition.  The Department's objective was to select hardware and software for the main phase depending upon their evaluation of the competing pilot systems.  Although the Department specified the use of "open system" standards which in this case means the procurement is not tied to particular manufacturers' hardware products, their procurement of hardware will not be subject to further competition.  In the event one of the two consortia has recently withdrawn from further involvement in the project and the Department are proceeding on a non‑ competitive basis with the remaining consortium.  The intention is, subject to satisfactory contractual negotiations, to appoint this consortium as the single prime contractor for the whole of the main phase.  The Department believe that overall their procurement approach will produce savings from economies of scale and will achieve earlier implementation (paragraphs 5.8‑5.9);

(s)  some problems affecting projects have been attributed to inadequate project management.  The Department have issued new project guidelines and systems are now being developed using the project control methodology mandated by the Department.  But it will be some time before all projects are using it and the Department can assess the impact (paragraphs 4.9, 5.16‑5.17);

(t)  the Department are making considerable use of a software design methodology and of development tools.  However, selection of development tools is generally left to the project teams.  This has led to incompatible products being used in some instances (paragraphs 5.18‑5.20);

(u)  staff shortages and excessive staff turnover have also presented difficulties.  The Department have made organisational changes aimed at making better use of staff resources (paragraphs 5.21‑5.25);

(v)  the Department have used "turnkey" projects to overcome manpower and skills shortages.  Two projects examined by the National Audit Office illustrate the importance of strong project monitoring by the Department, and clear specifications, when the "turnkey" approach is adopted (paragraphs 5.26‑5.28);

(w)  the Department have approved some quality assurance standards.  They have yet to establish separate mandatory project quality control procedures by which these standards can be applied (paragraph 5.29).

On review and management of delivered systems

(x)  the Department have carried out post‑ implementation reviews of most systems, but they were not to a standard form, not always independent and often too late (paragraph 6.7);

(y)  the Department are introducing Service Level Agreements for systems managed or maintained by specialists on behalf of users, but do not yet have them in all appropriate cases (paragraph 6.8);

(z)  most systems had formal procedures for authorising system changes, but these did not provide for full impact assessment or analysis of overall cost‑benefits of proposed changes (paragraph 6.9);

(aa) the National Audit Office's user survey indicated that, generally, information technology systems have had a beneficial effect on the work of the Department; but it also indicated that systems were not providing all the intended benefits, and that action was not being taken to address all shortcomings (paragraphs 6.10‑6.12).

Overall conclusions

6.  In the past the Department did not have an overall strategy for their investment in information technology and they tended to develop large, ambitious, inflexible projects in an uncoordinated way, without adequate user involvement and without full evaluation of alternatives, whole‑life costs and benefits.  Delays resulted in additional expenditure on interim solutions, the need for significant enhancement of systems post‑implementation, and heavy maintenance costs.  Expenditure on problem systems led to planning blight on new requirements and failure to exploit technological developments.

7.  The Department have made significant progress towards rectifying these deficiencies, which they themselves recognised in their own reviews.  Key strategy arrangements and controls are now being put in place and the final elements will be completed by 1992.  Many practical changes already made cannot be applied to existing systems or those already under development and there are some areas where further practical improvement is needed before the arrangements broadly comply with good practice.

8.  The greater user awareness of the benefits of information technology, and major changes taking place within the Department such as the New Management Strategy, are likely to increase demand for information technology.  The National Audit Office have noted that the Department, in seeking to maximise the benefits from their investment in information technology, have recognised the need to:

· complete the preparation and review of information technology strategies;

· develop improved procedures for assessing the costs and benefits of proposed systems;

· make further progress in defining policies and responsibilities for computer security issues;

· keep projects down to manageable proportions;

· introduce mandatory technical standards and quality control procedures;

· be more rigorous in their approach to post‑implementation reviews, and other post‑delivery matters such as full impact and cost‑benefit analysis of proposed system changes;

· set priorities carefully, a need underlined by shortages of staff and limitations on the funds available for new systems.

The Department's persistent shortage of information technology specialist staff and skills underlines the need for firm project management and effective use of project control and systems design methodologies.  It also places additional emphasis on considering use of the "turnkey" approach to systems development, and use of consultants within project teams.  The Department are reviewing their approach to "turnkey" projects to ensure that lessons from earlier projects are applied.

9.  The Department's New Management Strategy should contribute to the process of tying information technology to business objectives, and reviewing costs and benefits of proposals.  However, the Department need to ensure that the good progress recently made on central initiatives for improvements is not lost and that there is central dissemination of guidance and of lessons learned from experience.

10.  The development and implementation of major information technology systems for an organisation the size and nature of the Ministry of Defence will almost inevitably meet with some difficulties.  In the past the Department have not always achieved the full benefits of their investment in information technology but they have made significant progress towards rectifying earlier deficiencies.  The Ministry of Defence believe that major changes taking place present opportunities to apply the lessons learned from past experience.

Trade and Industry
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Summary and conclusions

1.    Information Technology (IT) is concerned with collection, storage, processing, transmission and presentation of information by electronic means.  It is essential to the competitiveness of virtually all manufacturing and service industries, and has a fundamental impact on society.

2.    This Report records the results of an examination by the National Audit Office (NAO) of the management and attainments of the Alvey Programme for Advanced Information Technology, which was intended to increase the competitiveness of the United Kingdom IT industry in world markets, by doubling the level of IT research in the United Kingdom over five years, and by meeting a series of detailed technical targets.

3.    The Programme is funded jointly by Government (HMG) and industry, and is managed by a small unit ‑ the Alvey Directorate (AD) ‑ within the Department of Trade and Industry (DTI) but the Ministry of Defence (MOD) and the Science and Engineering Research Council (SERC) also participate mainly through staff seconded to the AD.  The IT industry also second staff to the AD.  Government expenditure to March 1987 amounted to £98 million.

4.    The Report's main findings and conclusions are summarised below.

On administration and financial control of the Programme

5.    The Government's decision that administrative responsibility for the complex collaborative projects under this major programme should be split between three Departments meant that there was a vital need for strong central administrative and financial supervision to hold the programme on course.  External evaluations of the Programme's effectiveness, commissioned by the AD and running parallel with the Programme itself, were expected to help identify improvements.  The NAO found that there had been material weaknesses in administrative areas.  The main ones were:

(a)   The involvement of three Departments gave rise to problems in contracting, financial control and funding of projects (paragraphs 2.8, 2.12, 2.19, 2.20, and 2.26).

(b)   The AD did not initially establish central management and financial information systems so that provision of Programme data was slower, more labour intensive and less comprehensive and reliable that it should have been for complex Programme of this sort.  An integrated computerised system was not introduced until mid 1987 ‑four years after expenditure on the Programme started (paragraphs 2.7 ‑ 2.9).

(c)   External evaluations had some influence on the direction of the Programme but this was limited mainly because they arrived late in the Programme's life.  The AD stated that they had not expected evaluations to influence the present Programme much but they would influence decisions on any future IT programme (paragraph 2.6).

(d)   Project appraisals were thorough but the appraisal process caused delays.  In 8 of the 42 cases examined 9 months or more elapsed between receipt of the final proposals and issue of offers to the contractors (paragraphs 2.17 ‑ 2.18).

(e)   Departmental monitoring of projects varied in standard and approach.  But it was necessary, in the AD's view, to strike a balance between standardisation and giving reasonable autonomy to technology directors (paragraphs 2.20 ‑ 2.23).

6.    However, in spite of these weaknesses ‑ which may have been partly caused by a lack of resources ‑ the Programme succeeded in drawing up detailed strategies within 14 months and in getting 300 projects underway by March 1987.

On collaboration and participation

7.    The Alvey Committee (paragraphs 1.3 to 1.6) regarded collaboration involving industry, academics and research organisations as fundamental to securing the best use of the nation's scarce resources.  It also considered that there should be maximum access to the Programme, which was seen as particularly relevant to small firms.  The NAO found that the Programme had generated a substantial amount of co‑operation.  The 187 full collaborative projects extant in 1986 had on average four partners, typically two or three firms and one or two universities.  72 per cent of academic groups and 58 per cent of the industrial firms had not previously worked with their Alvey partners (paragraph 3.8). However, NAO also noted that:

(a)  Difficulties in establishing collaborative agreements had caused significant delays as well as withdrawals from the Programme, and most project managers considered that the AD should have done more to help (paragraphs 3.9 and 3.12 ‑ 3.14).

(b)  Participation in projects was dominated by large firms: five such firms accounted for 209 of a total of 428 industrial "participations" and the 35 small firms, who were participating, had only 51 "participations" between them (paragraph 3.19).

(c)  The Alvey Board decided to spend more on academic research and on Programme administration and infrastructure than was originally intended.  As a result, some £35 million less will be spent by Government and, under matching arrangements, also by industry on industry's research work under collaborative projects (paragraphs 2.13 ‑ 2.15 and 3.18).

On exploitation of the Alvey‑funded research

8.    The Alvey Programme is designed to give UK industry the technological base to meet the needs of the world IT market in the 1990s, but the Alvey Committee considered that exploitation of research would start at an early stage and continue throughout the Programme and beyond.  They saw Software Engineering (SE) as providing the greatest exploitation expectations, and dissemination of the results of the research as the key to exploitation.  The AD established arrangements aimed at maximising such dissemination and at encouraging commercial exploitation.  The Programme is not yet complete but the NAO found that:

(a)   A 1987 achievements paper by the AD showed that ten out of approximately 200 industrial projects in the Programme had put products on the market or had improved existing production processes and a further 77 projects had products at the prototype stage.  The products already being exploited were predominantly in the Very Large Scale Integration (VLSI)/ Computer Aided Design (CAD) area from which the Alvey Committee had not expected many early exploitable products.  In SE, however, there were no products yet being marketed although 16 were at the prototype stage.  The AD consider that evidence of exploitable results emerging from nearly half the 200 industrial projects at this stage in the Programme was highly encouraging.  (Paragraphs 4.26 ‑ 4.29).

(b)   Under the framework which governed Intellectual Property Rights (IPR), participants are allowed three years to exploit the Alvey results before they are required to make them available under licence for exploitation.  This is in line with practice on other DTI programmes but the AD has recognised that any worthwhile exploitation in IT areas should take place within a year (paragraphs 4.6 and 4.7).

On skills shortages

9.    The Alvey Committee considered that the then current output of IT graduates was wholly inadequate and recognised the need for a detailed and wide‑ranging programme of action.  It thought that there was sufficient manpower to launch the Programme but that more would be needed to carry it through and exploit the results.  The NAO found that:

(a)   There was considerable evidence of continuing IT skills shortages generally and for the Alvey Programme.  The NAO's case examination revealed that manpower and staffing difficulties had been reported in over 50 per cent of the projects examined.  This had contributed to delays (some substantial) or the need for extensions on nine projects; to withdrawal of partners on five projects; and the need to employ foreign experts or an overseas university on three other projects (paragraphs 5.17‑5.19).

(b)   The Government had instituted two major measures to increase the supply of graduates in IT and other engineering and technology disciplines.  The first ‑ the IT in Higher Education Initiative of December 1982 ‑roughly maintained the level of IT graduate output from universities in the face of reductions in university funding in 1981‑82.  It also helped to increase graduate output from the polytechnic sector.  It was too early to judge the success of the second initiative ‑ the Engineering and Technology Programme of March 1985 ‑ but its targets for graduate output were less than DTI and MSC suggested in initial discussions and were determined with resource consequences and relevant demographic factors in mind (paragraphs 5.7 ‑ 5.9).

(c)   The Government have decided not to establish a national body to monitor manpower demand and supply but the DTI have set up a new section to collect data on demand and supply for skilled IT manpower and the AD has also contributed substantially to the formulation and execution of central initiatives in this field (paragraphs 5.13 ‑ 5.16).

On other information technology schemes

10.    In addition to the Alvey Programme there are national and European funded IT schemes which could duplicate or overlap it and which might enable participants to be funded from more than one source.  The "IT 1986 Committee" recommended a successor to the Alvey Programme.  The NAO found that:

(a)  The organisational arrangements and the controls over Alvey Programme applications were such that it was unlikely that there would be duplication of work between Alvey and other IT Programmes or double funding from two of these sources (paragraphs 6.2 ‑ 6.4).

(b)  The Government's recent White Paper "DTI ‑ the department for Enterprise" (CM 278) includes the Government response to the IT86 Committee recommendations.  The White Paper indicates that collaborative research programmes are to play an increasingly important part in the Government's future policies for research and development.  But for IT most of the funds available will be channelled towards European programmes ‑ mainly ESPRIT ‑ with more limited DTI and SERC resources devoted to a national initiative complementary to ESPRIT within the framework of the overall national collaborative research programme.  There will be no specific national programme of support for applications in IT (paragraph 6.8).

General

11.    It will probably be some years before it is possible to make a measured judgement of the impact of the Alvey Programme on the UK's competitiveness in the field of IT.  It is clear that a substantial amount has been achieved in terms of new research commissioned and projects supported and of closer co‑operation within and between industry and academic institutions.

12.    However, in the NAO's view, the rate of exploitation of Alvey funded research appears lower than the Alvey Committee expected. There have been other indications that the Programme might have been more effective given more staff and better management information systems at the outset and if the balance of programme expenditure between work in industry and SERC funded work in universities and higher education institutions had been closer to that originally envisaged by the Alvey Committee.  The AD could also have taken a more positive role in securing more prompt and effective collaboration; and the framework which governed exploitation of IPR by participants could have recognised the special nature of IT development and required results to be made available under licence earlier than for other DTI programmes.  It will clearly be important for Departments to bear these points in mind in the new collaborative programmes (see paragraph 10 (b)) which will also have to cope with the continuing effects of skill shortages in IT.

4. Gross failures

4.1 Employment field system
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Summary and Conclusions

1.  The Department of Employment established 82 Training and Enterprise Councils (TECs) in England and Wales during the period April 1990 to October 1991.  The network was completed some two years ahead of schedule.  TECs are independent private sector companies with which the Department negotiate annual contracts. They are responsible for developing local training, enterprise and education strategies and for delivering the Government's training and enterprise programmes.  As part of this responsibility, TECs are expected to improve the quality and effectiveness of the Government's £1.7 billion a year training and enterprise programmes, and increase their relevance to local labour market needs.  These programmes were previously administered by the Department's area offices.

2.  When TECs were announced in December 1988, the Department were part way through the development of a standardised computer system ‑ The Field System ‑ to support the functions of their field (area and regional) offices.  The System was to replace the inefficient and stand alone systems then operating in field offices.  The Department adjusted the design of The Field System to meet the core needs of TECs and they expected TECs to use the System well into the 1990s.

3.  The Department experienced significant problems in developing and implementing The Field System which, in the view of many TECs, does not adequately meet their needs.  Following a review of TECs' information technology needs, the Department have ceased to provide information technology systems and services directly to TECs who become responsible from April 1993 for determining and meeting their information technology requirements.  The cost of the redesigned System was estimated in the business case at £71 million.  By March 1993 the Department had actually spent £48 million of which about £19 million was on hardware.

4.  The National Audit Office examined the Department's management of The Field System and its provision to TECs in England.  This report covers:

·  the case for The Field System;

· implementation and utilisation of The Field System;

· the management and control of the System; and

· recent developments.

The National Audit Office's main findings and conclusions are set out in the following paragraphs.

5. Before the announcement of TECs, the Department acknowledged that The Field System was a technically complex and high risk project.  The Department's decision in December 1988 to proceed with the System to meet the core needs of TECs and the timetable for their introduction brought additional risks with implications for the success of an already challenging project.  In particular, adjustment to the design of the System, the unavoidable absence of TEC involvement in the early stages of development, and the acceleration of the project timetable were factors that were likely to limit the Department's ability to deliver a system which would provide TECs, particularly in their early years of operation, with effective information technology support.  The Department have stated that, in their view, there was no practical option but to proceed with The Field System (paragraphs 2.3 to 2.7, 2.14, 2.18, 2.19, 2.25 and 2.26).

6.  In the National Audit Office's view, the business case and investment appraisal for The Field System presented to the Treasury in April 1989 did not reflect a full appreciation of the risks attached to the project.  The National Audit Office could find no evidence that, at the time of their decision in December 1988 to proceed with the system, the Department had recognised and assessed the likely impact of the attendant additional risks on the feasibility and success of the project.  In the National Audit Office's view, a proper analysis of the risks attached to the project would have allowed it to proceed with a greater appreciation of likely achievement, and emphasised to the Department the importance of further planning to overcome risk In July 1989, the Department commissioned consultants to advise them on whether The Field System would meet the perceived requirements of TECs and could be developed successfully within the required time scale (paragraphs 2.18, 2.19, 2.27 to 2.29).

7.  The Department were successful in ensuring that The Field System's hardware was installed in TECs as they began operations. The Department were less successful in developing and delivering the System's software.  The 21 TECs that began operations before August 1990 were provided with only basic facilities, and had to rely on manual systems to support their more important functions.  By November 1992, following 17 releases of software, the Department had delivered software in most of the planned systems areas (paragraphs 3.2 to 3.5 and 3.20).

8.  TECs are making use of The Field System's hardware.  However many TECs are not making full use of the System's software facilities to meet their requirements although most have used the largest sub‑system to meet their important payment and accounting requirements.  Despite improvements, many TECs have remained dissatisfied with the System and most considered that it had not enhanced their performance.  However, some TECs accepted that they had not given sufficient priority to the System and that their views were coloured by their early experiences of the System.  The complexity of The Field System, making it difficult to operate, was a particular source of complaint among TECs (paragraphs 3.8, 3.11 to 3.14 and 3.19 to 3.23).

9.  The Department have provided The Field System to TECs free of charge.  TECs have spent over £4 million on additional information technology facilities to extend the use of, supplement or replace the System.  Some of this expenditure, however, was on facilities which were never intended to fall within the scope of The Field System (paragraphs 2.5, 3.9 and 3.10).

10.  The decisions to introduce TECs quickly and provide them immediately with information technology support had implications which placed severe constraints on the Department's ability to deliver The Field System successfully.  In the project's early stages, weaknesses in staffing, management and control compounded the problems, and contributed substantially to the late release of software which was of poor quality and did not meet the needs of TECs.  Action by the Department improved matters to the benefit of the project in its later stages.  Nevertheless, in the National Audit Office's view, by then these weaknesses had done much to undermine the credibility of the System in the eyes of TECs (paragraphs 4.10, 4.37 and 4.38).

11.  The most important weaknesses were:

the management of a particularly ambitious and technically complex project by staff, most of whom did not possess the necessary skills and experience (paragraphs 4.5 and 4.7 to 4.9);

· a large volume of unanticipated design changes which significantly disrupted and increased the development task (paragraph 4.12);

· weak control over the quality of development work and ineffective testing of software before its release to TECs (paragraphs 4.14 and 4.15);

· inadequate user training and customer support (paragraphs 4.16 to 4.23); and

· shortages of in‑house staff with the required expertise, and extensive and poorly controlled use of consultants (paragraphs 4.24 to 4.30).

12.  The Department have not yet implemented a plan for monitoring and evaluating the operational benefits expected to arise from The Field System.  Until they undertake a post implementation review they will be unable to demonstrate that The Field System is providing the anticipated benefits.  In the National Audit Office's view, as many TECs are not making full use of the System it is unlikely that these benefits are being fully realised (paragraphs 4.32 to 4.34).

13.  The Department intend to conduct a post implementation review of The Field System in September 1993.  In the National Audit Office's view, to be of maximum benefit the review should be conducted by an authority external to the Department, though, naturally, drawing on the experience of relevant staff.  The review should be sufficiently broad to capture not only the lessons of this project for the Department but also the wider implications for central government (paragraph 4.36).

14.  In early 1992, the Department undertook a review of TECs' future information technology needs and the role which The Field System might play in meeting them.  In line with the review's recommendations, the Department decided to cease providing information technology systems and services directly to TECs and to pass responsibility for information technology to TECs from 1 April 1993 (paragraphs 5.1, 5.5 and 5.6)

15.  The Department's review and consequent decision were not underpinned by a comprehensive cost benefit analysis of the various approaches to meeting TECs' future information technology needs. The Department considered that this was neither appropriate nor practical.  However, in the National Audit Office's view, without such an analysis it is unclear if the Department's decision constitutes the most appropriate and cost effective way forward (paragraphs 5.8 to 5.11 and 5.17).

16.  The Department considered a number of approaches for determining the amount of funding that should be provided to TECs when they became responsible for information technology.  This proved to be inconclusive.  The Department decided that the amount of funding should be based on their existing budgetary provision for The Field System.  Accordingly, they increased their baseline funding for TECs' administrative costs by £4 million for 1993‑94 and beyond (paragraphs 5.12 to 5.14).

General conclusions

17.  The decision to provide TECs with information technology support was taken by the Department in the belief that it was in their interests as well as those of TECs.  The Field System has been only a partial operational success and has been a source of friction between the Department and TECs.  Efforts by the Department to make the System more acceptable to TECs have had some success.

18.  The National Audit Office recognise that The Field System was developed and delivered as a component of the rapid creation of TECs.  As such, the project's implementation shadowed the overall accelerating momentum of the TEC network's implementation with all the practical difficulties and constraints for the management of the project that implied.

19.  Nevertheless, in its earlier stages, The Field System exemplified many of the deficiencies commonly found in recent years in the management and control of government computer projects and which have repeatedly attracted the attention of the Committee of Public Accounts.  The System has further demonstrated that:

· projects need to be subject to rigorous and realistic risk assessment, not least when requirements and time scales change, so that they proceed on the basis of well informed strategic decisions by senior management;

· the best possible user involvement from the outset is important to help ensure that the project meets its intended purpose; and

· effective project management is vital to success especially where the project is particularly challenging.

20.  There were good reasons behind the Department's decision to disengage from providing information technology systems to TECs. The National Audit Office consider, however, that it is unfortunate that the decision was not informed by a detailed and comprehensive cost benefit analysis.  This would have provided the Department with a better assessment of the merits of the various approaches to meeting TECs' future information technology needs and the likely resource implications.  In the National Audit Office's view, without such an analysis it is unclear whether the way forward chosen by the Department represents the most appropriate and cost effective means of meeting TECs' information technology needs.

Foreign and Commonwealth accounts

Foreign and Commonwealth Office:  Qualification of Accounts, 1989‑90

Committee of Public Accounts Committee of Public Accounts ‑ 36th Report 1990‑91

0102275912

HMSO

19910708

The Committee of Public Accounts has agreed to the following Report:

Introduction and Summary of Conclusions and Recommendations

1.  During 1989 the Foreign and Commonwealth Office introduced a new computerised accounting system to make payments, record transactions and produce their four annual appropriation accounts. But it did not work properly and final accounts, which should have been signed in August, were not produced until the end of November. These accounts were based on ledgers which did not balance; and the Comptroller and Auditor General was unable to complete his audit and qualified his opinions on all four accounts.

2.  It is a fundamental requirement that departments are publicly accountable for money voted to them by Parliament.  When there is a breakdown of accountability by a major Government Department it is the responsibility of this Committee to consider how it came about and ensure that action is taken to prevent a similar situation occurring.

3.  We took evidence from the Department on the basis of the Comptroller and Auditor General's report.  We examined their arrangements for the management of the computer project; the breakdown of the previous system; the reconciliation of accounting records; suspense accounts; theft; staffing arrangements; and the implications for the future.

4.  Our main conclusions and recommendations are:

i)    We concur in the Department's view that they made a mistake in believing that they could manage such a project on their own.  We are disturbed that they should have taken so long to recognise this and to adopt a better standard of computer project management (paragraph 12).

ii)   We note that, as a result of our pressure, the Department have secured a further reduction in the consultants' fee (paragraph 11).

iii)  It is clearly important for project managers to be able to match physical and financial progress against budgets; they should provide forecasts of likely outturn if sound financial control is to be maintained (paragraph 12).

iv)   We are concerned that the Department should have operated an ageing system without backup.  Their experience underlines the need to provide alternative facilities to cover system failure; and ensure that they will work, should the need arise (paragraph 16).

v)    We expect the Department to subject their back‑up facilities to regular review and testing (paragraph 17).

vi)   We are alarmed at the catalogue of accounting errors made by the Department.  We cannot do other than strongly criticise the Department's accounting arrangements (paragraph 25).

vii)  We are surprised that the Accounting Officer had not been informed of the extent and nature of the problems much earlier.  We consider that lines of management should be such that, where significant problems arise, senior staff should be informed so that they are in a position to take remedial action at the earliest opportunity (paragraph 26).

viii) We expect the Department to complete their examination of outstanding items and regain full control over their suspense accounts as soon as possible (paragraph 29).

ix)   We consider that inadequate controls create a climate which is conducive to fraud and theft; and the extent of the Department's problems may have heightened the risk of irregularities remaining undetected.  We wish to emphasise the need for departments to ensure that their systems of control operate effectively (paragraph 32).

x)    We are astonished that the Department should have allowed a complete turnover in book‑keeping staff at the very time when major changes were taking place.  We consider it essential that departments should provide continuity of experience on accounts work, employ a sufficient number of qualified personnel, and provide sound training, guidance and supervision (paragraph 35).

xi)   We expect the Department to produce balanced and timely accounts for 1990‑91, and we wish to underline the seriousness with which we view the Department's failings.  We trust they will profit from their mistakes (paragraph 37).

Insolvency service accounts

Summary and conclusions on the Insolvency Service case

Committee of Public Accounts ‑ 24th Report 1991‑92

0102240922

HMSO

1.  Under the Insolvency Act 1986, insolvency practitioners are required to pay moneys arising from the realisation of estates in bankruptcy and those in compulsory or voluntary liquidation into the Insolvency Services Account at the Bank of England.  The Insolvency Service maintain a cash book recording these transaction and keep a separate record for each estate showing individual balances.

2.  In January 1988 the Service introduced a supplementary computer system to calculate fees on voluntary liquidation estate records and in February 1989 began to use a new interim computer system covering all estate records.  The transfer of data from the old system highlighted substantial differences between the cash book balance and those contained in the estate records.

3.  On the basis of a report by the Comptroller and Auditor General, we took evidence from the Insolvency Service, which became an Executive Agency within the Department of Trade and Industry in March 1990.  We examined the management of the accounting systems, the remedial action to correct imbalances and future developments. We have considered the evidence provided and our main conclusions and recommendations are as follows:

(i)    We are concerned that discrepancies between the Philips and Volstar systems and the cash book should have been so large.  We regard them as a serious reflection on the Service's systems of financial control.

(ii)    We would have expected the Service to be particularly concerned to establish effective control over the transfer of data to the Volstar system and, later, to the interim accounting system.  We are concerned that there was no proper reconciliation of data and that there was no parallel running of systems during these stages.

(iii)   We feel that the Service were slow to foresee future needs and did not have a degree of strategic planning and flexibility which would have allowed the effective dovetailing between the old and new computer systems.

(iv)    We are surprised that the Insolvency Service did not even consider approaching the Central Computer and Telecommunications Agency for advice, either in the design and development of accounting systems and software, or in the transfer of data and implementation of new systems.

(v)    We are disappointed that the Service failed to fulfil their intention of a full reconciliation between the cash book and the estate records by June 1991.

(vi)    We are concerned over the Service's admission that they are not confident of eliminating the residual imbalance, especially as they are not certain that the net figure does not conceal any large discrepancies.

(vii)   Since a situation in which imbalances have not been rectified could make fraud or overpayments difficult to detect, we look to the Service to eliminate them as opportunities arise.

(viii)  We are concerned that the Service have operated for so long with accounting systems that are not self‑proving. We urge them to introduce a fully integrated, self‑balancing accounting system as soon as possible.

(ix)    We expect the Service to ensure that they meet their target for replacing the current interim accounting system by the end of 1992‑93.

(x)    We note the Service's admission of the lessons they have learned.  We endorse their aim as an Executive Agency to ally technical authority with responsibility to ensure that their systems will work.  They will need to demonstrate clearly that this is being achieved.
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