INTOSAI IT AUDIT COMMITTEE


[image: image1.wmf] 

 

 

 

 

 

 

   

 

for INTOSAI

 

IT 

A

udit

 

T

raining

 

 


IT Methods 
Leader’s Guide
March 2007
TABLE OF CONTENTS

2Module introduction

Session 1 : Module introduction and contents
3
Session 2 : Strategic planning for information systems
10
Session 3 : Project management
27
Session 4 : Programme management
41
Session 5 : System design
52
Session 6 : IT Procurement
65
Session 7 : Quality management
75
Session 8: Sample Methods
84
MODULE SUMMARY
86



Module introduction

This IT methods awareness module lasts one day; it provides a high level review of IT methods for planning and IT governance, quality management, procurement, project management and system design.

IT methods are important to the external audit as they contribute to ensuring that the client asks the right questions at the right time. A client’s adoption of tried and tested IT methods is of  benefit to the auditor as they reduce audit risks.  

Audience

All IT auditors.

Objectives

The module aims to enable the trainee:

· to understand best practice in relation to programme management,  project management,  strategic planning,  quality management, systems analysis, system design, system development and system procurement; and

· to recognise the signs that auditees are departing from best practice.

· to provide a flavour of actual IT methods, by presenting a sample of two methods for systems development and systems acquisition.

 Content

This module lasts one day; it provides a high level review of IT methods for planning, quality management, procurement, project management and system design.

Session 1 : Module introduction and contents

This first session provides an introduction to the IT methods awareness module. It allows the course leader and the trainees to introduce themselves. The session also contains administrative details which should be passed to the trainees. 

Method

Slideshow and discussion

Timing

30 minutes

Equipment required

Whiteboard

Flipchart

Overhead projector or Audio Visual Unit

Handouts

Session 1 student notes

Session objectives

The objectives of this introductory session are to:

· describes the objectives of the IT methods awareness module;

· outline the sessions comprising the IT methods awareness module;

· describe the administrative arrangements and introduce the lecturers and trainees (if not already covered or introduced on previous IT audit training modules).

Leader guidance

This one day  IT methods awareness module forms part of the INTOSAI IT audit training pack. Course leaders should have read, and be familiar with, the guidance on assessing training needs and putting together an IT audit training course.

There are several modules which can be delivered as part of an IT audit course. SAIs  should assess their training requirements and design an IT audit course to satisfy their own particular needs. Modules should be selected on the basis of local practices and requirements. The needs of each SAI may be different and the course should be tailored to meet these needs.

When preparing to deliver this module the course leader should determine what local IT methods and practices, if any, are adopted by the IT audit trainees’ clients. The course leader may have to amend this course to fit in with local practices.

This module has been designed to provide a brief overview of common IT methods and practices an auditor may encounter when reviewing a client’s IT systems. The module does not aim to provide trainee IT auditors with all they need to know about IT methods. Auditors who wish to either use, or carry out an audit of a clients use of any methods and practices described in this module should firstly undertake further, more advanced training. 

This IT methods awareness module was designed to be a core module and as such should be delivered prior to the more specialist IT audit modules, i.e. IT controls, performance audit and IT security. These other IT audit  modules have been designed with the assumption that the IT audit trainees have already received tuition in basic IT methods.

The methods and practices outlined in this module are based on common sense approaches, and where appropriate they draw upon  guidance issued by public sector  organisations, without however being specific to any particular methodology. However, two sample methods for systems development and systems acquisition are presented in the final session, to present a sample of actual IT methods.
Slide S1/1 : Session title

This session introduces the IT methods awareness module and describes any administrative arrangements which have not already been covered in previous modules. 

If this module is being delivered a part of complete IT audit training package and the trainees have already been informed of course administrative arrangements, it may not be necessary to reiterate all of the course administrative details or reintroduce the lecturers and trainees.

If the lecturers are new to the trainees the course should start with the lecturers introducing themselves. The lecturers should outline a few details of their qualifications and experiences in:

· financial audit;

· IT; and

· IT audit. (both carrying out controls reviews and teaching)

Slide S1/2 : Course Administration

This session begins by providing the trainees with details of relevant administrative details. If this module is being delivered as a part of a  wider ranging  IT audit course the trainees may already have been provided with administrative details and they may have already been divided into groups.

Course administrator : Who the administrator is, what they do and how can they be contacted.

Messages : Contact telephone numbers where messages can be left for trainees. Notice boards.

Ladies/Gents washrooms : Where ? Determine in advance and relate to trainees

Lunch and refreshments : Where, when, cost and what is supplied or available

Smoking : Relate office/local policy on smoking

Delegate/trainee introductions : The students should then be given the opportunity to introduce themselves to each other and the lecturers.

Course evaluation forms : When handed out and when required back. These forms should be used to gather feedback on the course presentation, contents and course materials to allow improvements to be made.

Groups : What method of  group selection will be used / who will be in each group.

The lecturer should stress that to get maximum benefit from the module, the trainees should ask questions The teaching for the course will be in the form of lectures and discussions.

where a point requires clarification or expansion. The more interactive the sessions the better.

Slide S1/3 and Slide S1/4: Module objective and addendum to module objective

This slide states the overall objective of this IT methods awareness module.

The objective of this module is : 

 “To provide a high level review of the IT methods for IT planning,  project and programme management, quality management, procurement and system design.”

 “This module does not aim to make you experts or even competent practitioners in any of the methods and practices to be covered.”

· It is important to dispel any illusion the trainees may have about this module;

· Stress to the trainees that the module aims to provide an overview of methods;

· The module is designed to provide trainees with an awareness of the basic principles and structure to the more commonly encountered IT methods;

· This module follows on from the IT awareness module. That module provided an awareness of the technology. This module provides an awareness of IT methods;

· The module covers six subject areas within one day and consequently each subject is limited to time slots lasting up to one hour. To teach any of the methods in sufficient detail to enable the trainees to use any of the methods or practices described in a working environment would require extensive further training.

Slide S1/5 : Subject to be covered

This slide provides a list of the IT methods and practices which will be reviewed in this  module.

Strategic planning methods

· What is strategic planning;

· Reasons for strategically planning the use of IT;

· Methods employed when preparing an IT strategy.

Project management methods

· What is a project;

· Where do they come from;

· Basic project management principles;

· The stages of project management.

Programme management

· What is programme management and its relationship with project management;

· Programme management model;

· Phases / stages in programme management .

System design methods

· Stages in system design;

· System design products;

· Rapid application development.

Procurement practices and methods

· Stages in purchasing;

· Adapting the methods according to the complexity of the system to be procured;

· Procuring for low, medium and high complexity systems.

Quality management

· What is quality management and why is it “in vogue”;

· How is quality management achieved;

· Implementing a quality management model.

Slide S1/6 : Timetable

This slide provides an approximation of the timings of each of the sessions within this IT methods awareness module. 

The timings for each of the sessions are approximations.

The course leader is free to amend the timings and timetable as necessary to meet local requirements.

In its present form the module lasts one day with all the teaching sessions lasting one hour, except the session on programme management which lasts 30 minutes.

Breaks are provided for, two fifteen minute tea/coffee breaks in mid-morning and mid-afternoon. One hour has be allotted for lunch.

The module is scheduled to finish at approximately 5pm.

0915-0945 

Opening session

0945-1045


Strategic planning

1045-1100


Coffee/ tea break

1100-1200


Project management

1200-1300


Lunch

1300-1330


Programme management

1330-1430


System design methods

1430-1530


IT procurement

1530-1545


Coffee/tea break

1545-1645


Quality management

1645-1700 

Feedback and review

Slide S1/7 : Experiences

This slide aims to encourage the trainees to relate their training and experiences in IT methods and practices. This allows the leader to make a better assessment of how to deliver the module. 

Trainee skills

Prior training and

Experiences in IT methods and practices

Ascertain what IT methods courses, seminars etc the trainees have already undertaken.

Find out what experiences the trainees have in either using, or auditing the use of, any of the IT methods mentioned in the previous slides.

For example, some trainees may have a background in systems design. 

Others may have been involved in procuring new computer systems for their SAI and they may have adopted a procurement methodology.

The course leader should encourage the trainees to speak of their experiences at relevant places during the module.

Relating practical experiences and examples should make the module less theoretical and a little more interesting.

Slide S1/ 8 : Local methods and practices

This slide is used to introduce local IT methods and practices.

What are they?
This module should take account of local IT methods and practices. This slide should be used to explain what the local practices, including  when and how they are used.

The course leader from the “local” SAI should be in the best position to provide a summary of local methods and practices under each of the heading categories:

· IT strategies

· IT project management

· IT programme management

· System design methodology

· IT procurement

· Quality management

Session 2 : Strategic planning for information systems

Slide S2/1 :  Session title

This session provides an overview of the IS strategic planning, including why and how it is done.

Method

Slideshow and discussion

Timing

60 minutes

Equipment required

Whiteboard

Flipchart

Overhead projector or Audio Visual Unit

Handouts

Session 2 student notes

Slide S2/2 : Session objectives

The objective of this session is to provide an overview of the IS strategic planning process, and to identify the main audit concerns.

Slide S2/3  : Session topics

This slide provides a list of the IS strategic planning issues which be covered during this session.

The nature of information systems 

· What they comprise of and why we have them.

What is strategic planning?

· What does strategic planning entail?

Why plan strategically?

· Why information systems should be included in the strategic planning process.

Overview of the planning process

· How IS strategic plans are prepared;

· The stages/ phases in drawing up a plan.

Audit concerns

· Why the external auditor is concerned with a client’s IT strategy;

· What issues the IS auditor should consider when reviewing an IT strategy.

Slide S2/4 : What is an information system?

This slide provides a definition of what an information system is. 

 “The organised collection, processing, transmission, and dissemination of information in accordance with defined procedures”

· Alternatively, an information system may be defined as: 

“Any procedures or process, with or without IT support, which provides a way of acquiring, storing processing or disseminating information. Information systems may include applications and their supporting infrastructure components.”

· As stated, an information system does not have to be computerised. An information system can also be manual, e.g a simple card index system;

· Most information systems today are computerised.

Not just hardware

· Even where a information system is computerised the system is more than just the hardware components alone, e.g. the server, cabling, power supply generators etc.

Comprises : hardware, software, communications, procedures, data, people

· Hardware:  as before, the actual servers, workstations, processors, storage  devices;

· Software : operating system, bespoke and packaged applications;

· Communications : Cabling and networking software;

· Procedures : for adding deleting, amending disseminating information;

· Data;

· People : responsible for administering and using the information system.

Slide S2/5 : The need for information systems

This slide provides explains why organisations need information systems.

To satisfy business needs

· Organisations are established/ set up for a particular purpose;

· In the private sector organisations are  usually set up to make a profit;

· In the public sector, organisations are usually set up to deliver a service;

· Business needs flow from the reasons organisations are set up;

· Information systems can contribute to satisfying business needs;

· Employees within  an organisation should be provided with information systems they need in support of their jobs, where and when they need it;

· This is subject to certain provisos such as cost justification and the availability of funds.

Business needs - “are the fundamental activities that an organisation must address in order to meet its statutory and operational requirements”

· The information systems an organisation uses should be driven by the needs of the business rather than by the technology;

· IT systems should not be installed  simply because the technology is available and the staff in an IT department wants the latest gadgets;

· Systems should directly support the needs of the business and reflect the priorities of that business.

Slide S2/6 : Why plan for IT strategically

This slide considers why information systems are considered important enough to warrant their own strategic plan.

Reliance on IS/IT

· Most public sector organisations rely heavily on their IT systems;

· Without the speed and efficiency of IT systems most public sector organisations would be unable to cope. 

IS/IT generally -  

requires significant investment

· IT systems can be very costly;

· Cost do not only include hardware and software;

· Costs include training, recruitment, staff hiring (firing), Helpdesk, maintenance;

· High costs need to be budgeted for and approved.

has a long lead time

· Modern systems can be very complex and  take several months or years to install;

· Need to ensure that the resources required for large scale IT investment are budgeted for well in advance;

· Can have a significant impact on an organisation’s future cash flows.  

affects most or all of the organisation

· IT systems are normally spread throughout an organisation;

· Systems may be integrated;

· May require costly change to the way the business operates (business process re-engineering);

· Effects most business areas/ departments, e.g. a time recording/job costing system.

opens up new business opportunities

· IT systems may open new markets and business opportunities;

· E.g. development of wide area networks connecting organisations to a greater number of potential customer and suppliers.

Slide S2/7 : Benefits of strategic planning

This slide provides a summary of benefits an organisation may achieve from strategic planning of IT resources.

Achievement of business and policy objectives

· Ensures that resources are used to meet the business objectives.

Better management of resources

· Especially where resources are limited;

· Ensures that the priority projects get funding and are delivered;

· Resources directed to areas where maximum business benefits achieved;

· May encourage innovative solutions to perceived future business problems;

· Fewer resources required to deal with what if scenarios e.g. contingency planning or missing opportunities.

Increased efficiency

· Resources available when planned;

· Reduces idle time (staff and equipment);

· Reduced effort in getting incompatible systems to communicate.

Better integration

· Of future IT systems with foreseen future business needs;

· Systems being able to exchange information;

· Use of corporate systems reduces duplication of effort;

· Maintenance of links to existing manual systems.

Better planning for the future

· Systems developed in a logical sequence;

· May achieve benefits from linking to the development of the supporting infrastructure.

Reduced risks

· Especially when adopting new technologies.

Slide S2/8 : Conversely the absence of a strategic plan increases risks

This slide identifies risks which increase where client either do not plan for IT on a strategic basis or the plan they have is inadequate.

The organisation will not know their -

Future information needs

· What management information they need to run the business efficiently;

· Includes cash-flows, productivity, staff levels, costs, revenue.

IT needs

· The IT systems the business will need to flourish or just survive;

· Technology and systems which are currently  available or will be available in the next few years.

Priorities 

· They may not know which systems are essential to future business needs and which are just  desirable.

Resource needs 

· There are never enough resources to cover everything needed;

· Will not be able to bid for resources when required;

· Some resources may need to be reserved months or years in advance.

Unlikely that IT will be -

Fully exploited or

· Unlikely to get the best from the resources used; resulting in

· Poor value for money.

Properly controlled

· Higher risk of errors and waste; which are 

· likely to attract the attention of public sector watchdogs e.g. SAIs.

Slide S2/9 : Increased risks associated with the absence of an IT Strategy

This slide expands upon the previous slide by providing further examples of increased risks and problem associated with poor or absent IT strategies.

Lack of policies and standards

· Users do their own thing;

· Users spend time and effort establishing  their own standards;

· Without guidance, policies or standards nothing may be done.

Poor financial control 

· Badly designed systems resulting in :-

· Inadequate management information, e.g. unable to pay suppliers because system unable to provide cash-flow information;

· Poor security, e.g. greater risk of fraud, error, systems failures.

Incompatible systems

· Systems which cannot share data;

· Duplication of effort reformatting or re-keying data.

Inflexible systems

· Can be changed without disproportionate effort;

· Systems which cannot be tailored to produce user requirements.

Unfriendly systems

· Lower user productivity;

· User frustration and discontentment and possibly rejection of the system;

· Extra time/cost spent training and using the system.

Inadequate functionality

· Systems do not do what they are supposed to do;

· Inability to meet business requirements.

High costs

· Higher costs of having to put problems right after the event;

· Increased cost of maintaining and changing systems.

Slide S2/10 : What does strategic planning involve ?

This slide considers the activities underlying the production of an IS strategic plan.

Analysing requirements

· Understanding business needs;

· Deciding what information will be needed to :-

· satisfy business and policy needs;

· support the business functions and processes;

· Assessing how technical policies will affect new information systems;

· What will be required , why, where and for whom?

· Assessing how the information will be delivered to users (form, content, timeliness).

Continuous monitoring

· IS strategic planning is a continuous activity;

· There is normally an initial strategy which is reviewed and updated regularly (annually);

· The IS strategy is developed in line with the business and corporate plans.

Scope (Not just computers!)

· As stated in the previous slide, information systems consist of more than just hardware;

· Hence the IS strategic planning process should address non-hardware issues and needs;

· Covers all business information systems.

Output?

· A plan for the future IT systems.

Slide S2/11 : Strategic planning - the underlying thinking

This slide put into simple terms how an IT strategy is produced, and the underlying thinking involved.

In its simplest terms strategic planning can be described by four basic questions, and numerous underlying questions i.e.

What is the scope?

· Are we updating an existing strategy?

· What should the new/revised strategy cover?

· What organisational boundaries will it cross? (departments, branches)

· Which are the priority areas?

· What is the time-scale for its development?

· What resources and skills are required to define and manage the problem?

Where are we now?

· What are the underlying business aims and objectives?

· What is the state of the business today - is it meeting its objectives/expectations?

· What are our existing financial and staff resources, and how are they used?

· How are decisions made and how does management operate?

· What is the current contribution of IT/IS to the business and what risks are there?

Where do we want to be?

· Have there been changes in policy which affect the future direction of the business?

· What information systems are required to meet business needs more effectively?

· What priorities do these systems have and do they depend on each other?

· What are the patterns of information flow and are there any foreseen problems?

How do we get there?

· What are the future priorities?

· What possible ways are there of meeting these priorities?

· What are the risks, costs and benefits, and time-scales associated with each option?

Slide S2/12 : The strategy planning cycle

This slide provides a graphical representation of the stages in the strategic planning cycle. Each of the stages are covered in more depth in subsequent slides.

· The strategic planning process can be illustrated in a diagrammatic form as shown on the slide;

· The strategic planning cycle consists of five stages;

· Typically the times taken for each stage, for a moderately large government organisation with significant IT systems, are as follows: 

1. Scoping study - determine boundaries of the studies, skills/resources needed (1-3 months)

2. Strategy study - analysis of the business, review existing working methods (3-9 months)

3. Strategy definition - consolidate review findings, agree vision for the future (4-8 weeks)

4. Implementation planning - detailed planning of activities and projects (4-8 weeks)

5. Monitoring and review - is the strategy meeting its objectives? (ongoing)

· Once a cycle has been delivered and reviewed the cycle should begin again.

· Large organisations may require the commitment of full time resources to deliver the products of  some stages of the life-cycle.

· The scope of an IT strategy may just cover a few of an organisation’s IT systems. 

· Organisations must consider the skills and resources at their disposal in deciding the scope and timing of their business and IT strategies. experience has shown that over-ambitious projects tend to lose their way and, ultimately,  fail.

Slide S2/13 : The scoping study

This slide briefly describes the aim, execution and deliverables from the scoping study stage of the strategic planning cycle.

Secures commitment to the strategy

· Requires the approval and backing of senior management;

· Is a form of pre-strategy planning, used to :-

· establish the foundation for the completion of the IT strategy;

· ensure that all users are committed to its development.

Determines the scope of the IT strategy

· Determines which aspects of the business will be covered by the  strategy;

· Determines whether there will be one overall IT strategy or several smaller ones.

Brevity

· The scoping study should be brief;

· Avoid pre-empting detailed work which will take place later in the cycle.

Identifies the current state of business planning

· Identifies what has been done to date;

· Existing business plans are used as  an input to the scoping study;

· Identifies gaps in planning and identifies any problems which may inhibit the preparation of the strategy.

Carried out by a small, experienced team

· Normally two or three team members;

· There may be advantages on using consultants or expertise from outsiders:

· they can take a more objective view of the business.

· They should have no vested interest in the outcome of the strategy.

· They may have the necessary skills which are not available internally

Production of a scoping study report

· Presents the recommendations of the scoping study to management;

· States the number and scope of strategy studies which need to be undertaken;

· Suggests an appropriate team structure for the preparation of the strategy;

· Presents a plan for carrying out the studies and key issues to address.

Slide S2/14 : The strategy study

This slide summarises the aims, actions and products from the strategic study phase.

Objective

· To gain a full understanding of the business and policy issues, and to identify ways of using information systems to address those needs.

Assigned to a study team

· The task is assigned to a small study team;

· Should be managed as a project, with defined outputs, deadlines and management review points.

Includes:

Business analysis : 

· Descriptions of business environment and interactions with external bodies;

· Basic assumptions about the future direction of the business;

· Business elements and issues including major areas of constraint or pressure;

· Interviewing all levels of management to identify objectives and priorities.

Reviewing existing systems 

· Review existing IT/IS strategy and the current use of systems;

· Assess the effectiveness of the current systems at meeting business objectives;

· Preparing a systems inventory and reviewing the IS infrastructure.

Identifying opportunities

· Potential for IT, how should IT be organised, investment and appraisal standards;

· What technical infrastructure is needed and assess future staff resourcing and training.

Considering various scenarios

· Continue as current plans and various other scenarios (costs impacts and risks).

Produces a strategic study report

· Presents findings & conclusions of the study team and options for the way forward;

· During the strategic study phase the team should  have consulted management. Hence, the contents of the report should not be new to management. 

Needs the support of managers and users.

· The team should maintain close contact with business managers and others with a vested interest to ensure those affected are committed to the strategy and  findings.

Slide S2/15 : Strategy definition

This slide summarises the aim, actions and outputs from the strategy definition phase.

Objective 

· To pull together the results of one or more strategy studies;

· To produce the IS strategy.

Activities include

· Consolidating and agreeing study scenarios from previous phase;

· Producing a strategy statement:

· A high level declatory statement

· Describes how IS will support business policies, aims and objectives

· Describes the implications for the structure, organisation, staffing of IS

· The way IS will move forward.

· A definition of business assumptions and their impact on IS, e.g. the impact of external trends, future policy options, the organisation of the business (structure and physical locations),  and future staffing requirements;

· Identifying management and technical policies  (how will the systems be developed, implemented and managed):

· Management policies: finance, delegation, staffing, security and audit, management of change, and procurement  

· Technical policies: systems development environment, architecture, physical  and logical locations.

· Documenting the technical framework to show where the major IS processing would be located and the nature of the networks to connect users;

· Defining applications and activities (what they are, and how to implement and  maintain them).

Outputs include:

· The strategy : includes the strategy statement; statement of business assumptions; management; technical policies; and a technical framework;

· Supporting documents : management and migration plans;  resource, funding and benefits profiles; and an outline of the business case;

· Once prepared the strategy should be approved by senior management.

Slide S2/16 : Implementation planning

This slide summarises the aim, responsibilities and activities of the implementation planning stage.

Objectives

· To translate the strategy (from previous stage) into a workable programme of activities;

· To produce supporting documentation to enable a complete programme to be managed and monitored.

Allocation

· Detailed planning is allocated to those responsible for delivery of the systems, e.g. IT managers, communications managers;

· Overall co-ordination should be controlled by an IS planning board or steering committee.

Tasks and activities

Determining responsibilities for planning

· Management assigns responsibility for planning and prepares a responses timetable;

· Careful consideration required if responsibility crosses organisational boundaries.

Identifying discrete projects

· In the previous stage, a portfolio of initial projects will have been produced;

· This is discussed with managers and providers to define manageable projects;

· Large systems may need to be broken down into smaller projects and sub-projects;

· Identify applications and infrastructure projects;

· Identify and plan for interdependent projects. 

Scheduling resources and projects

· Detailed planning and timetabling of activities & projects to implement the systems;

· Resources include IS staff, accommodation, power, computer hardware, office equipment, consultancy, and training);

· More accurate estimates prepared of resource and funding requirements;

· Identify and plan for resource shortfalls e.g. alternative resource supplies  and costs.

Updating supporting documentation

· Update other planning documentation to ensure consistency and cohesiveness.

Slide S2/17 : Monitoring , tuning and review of the IS strategy

This slide provides a prompt for discussing the aims, allocation and activities associated with the monitoring, timing and review  stage of  the IS planning cycle.

· This stage takes place during and after the implementation of the IS policy;

· This is an ongoing activity.

Objective

· To ensure that the strategy delivers the planned business benefits;

· To ensure that the plans are carried out to time and budget;

· To ensure that corrective action is taken if there are significant deviations from plan;

· To update  the strategy and plans if required, e.g. annual reviews and major updates.

Responsibility

· Management, including IS steering committees.

Tasks and activities

Monitoring progress

· Monitor benefits accrued, and if not why not;

· Attainment of objectives, comparison to performance indicators;

· Resources used Vs resources planned;

· Progress/ problems when implementing new systems;

· Changes to business environment which have an impact, e.g. changes in resource constraints, changes to business priorities, trends, new technologies, policy changes.

Tuning

· Adjusting the plans and / or strategy to take account of developments;

· E.g. rescheduling the implementation of systems or changing policies

Review

· Annual reviews to:

· Assess achievement and progress,  including identifying lessons learned

· Review objectives and plan for the next 12-18 months

· Update the plans, including the reassessment of resource needs

· May result in a tuning of the strategy or recognise the need for a major review.

· Major reviews : start the IS strategic planning cycle again.

Slide S2/18 : Contents of an IS strategy

This slide lists the contents of a typical IS strategy. This will aid the trainees in assessing the completeness of a client’s IT strategy.

Introduction

· Background to the study and terms of reference;

· Approach to the study and the structure of the report;

· Management summary.

Current business environment

· Business background;

· Analysis of business activities.

Future business environment

· Business direction and any business constraints.

Current environment

· The current state of IS planning and the identification of trends;

· Structure of IS provision and  IS systems currently available (include IS financing);

· Planned IS systems currently being developed;

· Current IS infrastructure.

Future direction for IS

· IS management, staffing  and financial issues;

· Policy on systems provision and support (use of consultants, third party suppliers);

· Hardware and system software procurement policies;

· Technological trends;

· Use of systems development tools and methodologies;

· Systems architecture, office systems, and communications.

Policies for implementing the Strategy

· The technical and managerial policies that will govern implementation;

· Examples typically include systems development, quality assurance, investment appraisal, training

Plan for defining and implementing the strategy

· Ongoing arrangements for control IS strategy and planning for next stages.

Slide S2/19: IT Governance

This slide touches upon the relatively new concept of IT Governance.

IT Governance is a broader concept than IT strategic planning. This is an extension of the  well-established concept of corporate governance, which dates back to the Cadbury Committee Report (UK) of a decade ago. IT Governance as an emerging IT concept has been strongly promoted by the Information Systems Audit and Control Foundation (ISACF) as well as its sister organisation, the Information Technology Governance Institute (ITGI).

IT Governance is to be considered as an integral part of enterprise or corporate governance, and seeks to ensure that:
· IT is fully aligned with business objectives;

· IT resources are used responsibly

· IT risks are addressed appropriately.

The recent version of CoBIT (Control Objectives for Information and Related Technology) framework of ISACF (the 3rd edition was launched in July 2000) seeks to establish IT Governance as the foundation for its framework of Control Objectives. As part of the CoBIT framework, an IT Governance Maturity Model has also been developed by ISACF, on a scale of 0 to 5, similar to the Capability Maturity Models developed by the Software Engineering Institute (SEI):
· 0 – Non existent

· 1- Initial / ad hoc

· 2 – Repeatable but intituitive

· 3 – Defined Process

· 4 – Managed and Measurable

· 5 - Optimised
Slide S2/20 : Summary

This slide summaries the major points relating to the strategic planning of information systems.

Information systems....

Satisfy business needs, not technical fashion

· Don’t waste money on the latest equipment just because the technology gurus in the IT department want the latest equipment.

Often require significant investment and time to deliver

· Systems are becoming increasingly complex and costly;

· They can take a long time to implement;

· Hence they need to be planned for well in advance.

Can affect most or all of the business

· IT is essential to all parts of a business; 

· Hence need to consider its impact on a wide scale.

Long term planning (3-5+ years)

· The plan should look to the future;

· Typically 3-5 years.

Monitor, review and update the plan

· The plan should not be static or rigid;

· It should be flexible enough to accommodate changes;

· Need for regular monitoring and review to ensure its remains valid and delivers the planned business benefits.

Slide S2/21 : Audit considerations

This slide summarises the main issues and audit should consider when reviewing a client’s IS strategy.

Assess the risk : how important is IS/IT to the organisation? If it is important, then...

Is there a comprehensive strategic plan?

· Does the plan appear to consider all the relevant issues;

· Refer to contents of a typical IS strategy.

Does it accurately reflect business needs?

· Assess whether the plan looks at the current state of the business;

· Determine if the plan adequately identifies future  trends and business requirements.

Does management effectively control strategy?

· Determine whether  the strategy is used in practice (or just a paper exercise);

· Assess how management monitors the plan and what action is taken where the plan odes not appear to be working.

Session 3 : Project management

Slide S3/1 :  Session title

This session provides an overview of project management methods and practices.

Method

Slideshow and discussion

Timing

60 minutes

Equipment required

Whiteboard

Flipchart

Overhead projector or Audio Visual Unit

Handouts

Session 3 student notes

Slide S3/2 : Session objectives

The objective of this session is to provide a high level review (overview) of commonly encountered project management methods and practices.

Slide S3/3 :What is a project ?

This slide begins the session by providing a definition of a project.

How does a project differ from a normal management job ?

Ask the trainees what makes a project different from a normal management task of job. The answers should include the points below. 

Established to achieve a certain specific objective

· E.g. to build a house, bridge, computer system, telecommunications link;

· Other examples include creating  new business operations, new working practices or a new product for the market place;

· One-offs.

Should have a start

· I.e. a date when the project begins.

Should have a clearly defined end

· A date when the project will deliver whatever it was intended to deliver

This differs from normal management tasks which are on-going.

Published definitions of projects include:

“a management environment which is set up to ensure the delivery of a specified business product to a defined business case.”

Other definitions include:

“a project is regarded as having a unique set of products, a corresponding set of activities to construct the products , appropriate resources to undertake the activities, a finite life-span and an organisational structure with defined responsibilities.

Slide S3/4 : Where do projects come from ? 

This slide shows graphically where projects originate.

· Projects are created to deliver business benefits;

· Why waste resources on something which will produce no business benefits?

· It follows that there should be a traceable link  between each project and the corporate business plan;

· Projects should be commissioned from the top of an organisation downwards and managed in such a way that the achievement of the business reasons for the project are foremost in everyone’s mind;

· Need to avoid the situation where projects are set-up locally in response to a “good idea” and those driven purely by technological features of an end product;

· As shown on the slide, some projects flow directly from the corporate business plan;

· The majority will flow from the IT or IS strategy;

· Some projects will flow from a programme or group of projects;

· The number of levels and the complexity will depend upon the size and structure of the organisation in question;

· It should be possible to trace all projects back to the achievement of corporate  objectives.

Inform the trainees that programme management will be covered in the next session

Slide S3/5 : Project Management :  the basic principles

This slide provides a definition of project management and outlines the four phases or stages in the project management lifecycle.

· A definition of project management can be derived from the definition of a project.

The process of setting up, operating and closing down the temporary management environment in which the project operates

· The setting up of the environment involves project initiation, including high level project planning;

· The operating environment involves lower level planning, e.g. the allocation of work and resources, progress monitoring and control, the control of quality and change;

·  The closing of the environment includes formal project closure, the disbanding of the project team and the closure of the project budget

Four basic stages in project management methodologies

stage 1 : Project definition

stage 2 : Project planning

stage 3 : Implementation

stage 4 : Project completion

Each of these phases/ stages are considered in the following slides.

Slide S3/6 : Project definition

This slide describes what happens during the first stage in the project planning lifecycle, i.e. project definition.

The fundamental question which should be asked at an early stage is “what is the problem to be solved?”. To do this management must have a clear vision of what the problem is. This in turn allows management to recognise when they have solved a problem.

Project boundaries

· Establishing the form and scope of the project;

· Establishment of boundaries should be undertakes by a small team;

· The team should include representatives from interested parties.

Discussions and meetings

· With interested parties;

· Discuss the project scope, project definitions and proposed project strategy;

· Project meeting to:

· Determine the projects objectives

· List critical success factors

· Discuss the general approach to the project

· Determine the course of action

· Review initial specifications for reasonableness and ability to meet requirements

· Assess whether the initial estimates of cost/ time are reasonable.

Feasibility studies

· Use to set a budget for the project which should not be exceeded;

· May involve the building of a prototype or model;

· May involve pilot tests or computer simulations;

· Determine the market demand for a future product the project will produce.

Slide S3/7 :  Project  planning

This slide describes the activities undertaken during the project planning phase.

Work breakdown

· Divide the project into smaller work packages or sub-components;

· May involve phasing the product development;

· Each should be identifiable and discrete;

· Some methods are based on tasks and activities, others concentrate on the delivery of staged. products.

Specifications

· Some technical aspects may require input from an expert e.g. consultants;

· Specifications will have a major impact on the quality of the final product/ outcome.

Resource planning

Costs


· Determine an estimate of the projects costs. These should be reasonable;

· May involve asking several suppliers to get the best quote;

· Identify both direct and indirect costs (fixed and variable costs);

· Prepare budgets.

Time

· Prepare work breakdown schedules;

· Attach/ allocate time to each part of the project;

· Determine the critical path;

· If possible, build in some flexibility (contingency);

· Project management tools may help e.g. GANTT charts.

Staff

· Determine what staff skills are required for each part of the project;

· Assess what staff have the required skills and determine their availability;

· Book/ reserve staff, consultants in advance.

Tendering

· May need to go through the tendering process (see procurement session for detail).

Slide S3/8 : Implementation

This slide outlines the monitoring and control activities carried out during the project implementation stage.

· The project manager is tasked with  ensuring that the project is proceeding according to plan, costs, time, specification;

· (S)he also sorts out any problems which arise.

Monitoring

· May use monitoring documents e.g. milestone charts, or project control charts.

Inspections

· May require technical expertise and  normally used for quality control.

Meetings

· Progress meetings  : talk to staff involved in the project;

· Used to pre-empt and solve problems;

· Agreements made are recorded;

· Use exception reporting techniques.

Testing

· May be linked to inspections;

· Normally carried out to test technical aspects  e.g. system’s load capacity.

Prioritisation

· Ranking activities in order of priority, monitoring, procedures for handling emergencies.

Problem avoidance and solving

· Avoidance:

· Identification and preventative action by the Project Manager

· Contractor vetting to make sure they are reputable and can do what they claim

· Use of control documents and variance reporting

· Regular progress meetings. inspections and  testing.

· Solving:

· Need to establish extent of problem and what has been done or not done

· May require re-negotiation with interested parties (dates, costs, specifications)

· More resources, narrow project scope, partial delivery, incentives, penalties.

Slide S3/9 : Project completion

This slide summarises the main activities carried out at the project completion phase.

User acceptance 

· Users test the final product, against their agreed specifications;

· Indicate their satisfaction with end product, or not;

· Provide opinion on whether changes to specifications are acceptable in end product.

Final tasks

· Final systems documentation;

· Operating manuals, user guidance;

· Complete drawings and reports e.g.  system and network diagrams;

· User training;

· Final accounting and audit of costs.

Cut-over

· Bring the new system into live operation :

· “big bang”

· phased roll-out

· parallel running

Project team close-down

· A Project Manager’s task;

· Re-assign staff;

· Dispose of surplus assets;

· Return  project facilities.

Project evaluation

· Project Manger discusses project success failures with the team;

· Reports on activities, procedures and problems;

· Assesses outturn budget variances in terms of time and cost;

· Carries out strategic evaluation of whole project;

· Determines and reports on lessons to carry forward to future projects.

Slide S3/10 : Difficulties associated with project management 

This slide looks at problems inherent to the project management process.

· Project management can be complex.

Inherent problems

· Projects can be set up to deliver any product, each with its own particular problems;

· Project are therefore rarely the same; they tend to be ‘one-offs’;

· Consequently many problems may have not been experienced before by anyone working on the project;

· Constantly changing requirements result in re-work, which cause cost and time over-runs.

Skills and training of project team

· Need to bring together and form a team of individuals with different skills, backgrounds, pressures and expectations;

· It may take time before the team work well together;

· Little time to sort out staffing problems e.g. personality clashes and gaps in knowledge.

Span of projects

· They often span organisational boundaries; and this

· Requires close co-operation between individuals from different parts of the management structure (the need to commit good quality people, time, skills, and possibly equipment and facilities)

· They often involve external organisations (contractors, equipment manufacturers, utility companies) over whom the project has no direct control;

· Often involve a wide range of skills (design, programming, procurement, project management, etc.).

Variable activity

· Project work can be very variable;

· E.g. periods of high workload with many staff involved in the project, followed a periods of low activity such as would occur when decisions are being made or equipment deliveries are late.

Balancing quality with speed and costs

· Projects are often constrained by resource restrictions, requiring a balancing act between cost, speed of delivery and quality.

Slide S3/11 : Project components

This slide describes four components which are frequently found in project management methodologies. Each of these components are covered in the following slides.

People / organisation

· People deliver projects;

· The organisation and effective use of  those people will depend upon consideration of their technical skills and their individual personalities;

· Responsibilities of each team member should be defined;

· Responsibilities defined in terms of roles, rather than individuals;

· Assignment of individuals to roles then takes place;

· Individuals may be assigned more than one role or may change role during the project.

Plans

· Need for estimating, planning and re-planning;

· Plans should be prepared and maintained for the whole project and for each part/stage or sub-project;

· Detailed plans may also be prepared;

· Exception planning systems should be developed to deal with problems/ deviations.

Controls

· Need for regular and formal monitoring of progress Vs plans;

· Aimed at ensuring timely delivery to cost and appropriate quality;

· Controls aim to minimise deviation from the plan and ensure that corrective action is taken when it occurs.

Quality management

· Project deliverables should be fit for their intended use (cost, functionality, maintainability, etc)

· Appropriate quality should be built in to each project component (cost of quality);

· All those involved in the project should be aware of the standards to which the project operates;

· Checks should be carried out to ensure that quality standards are being maintained.

Slide S3/12 : People / Organisation

This slide assesses the roles and responsibilities of those involved in the project management process.

The number of staff involved in a project will depend upon a number of factors, including the scope and  importance of the project, the resources required to complete it and complexity of the project.

· Need to avoid common organisational problems :  

· not involving the right people (skills, experience, temperament, etc);

· not defining roles and responsibilities clearly;

· not delegating responsibility with authority.

The number of people in each category listed on the slide will depend upon the importance and scope of the project.

Senior management

· Has overall control of the project;

· All those with a vested interest in the outcome of the project should be represented on the senior management board/ committee or body overseeing the project;

· Normally includes senior representatives from management, users and IT;

· Has infrequent meetings to discuss and make major decisions.

Project Manager

· Appointed to assume day to day responsibility for the management of the project;

· Authority bestowed by the project board/ committee for all project resources;

· Project manager reports to the board periodically or when a major problem arises;

· Project managers can come from any background;

· (S)he should be a problem solver, planner and leader.

Project team(s)

· The doers. i.e. the builders , developers of project products;

· Teams of individuals may be required for larger projects;

· Where teams are large, team leaders may be appointed;

· They may have specialist skills e.g. networks, procurement, security, operating systems.

Project Assurance Team

· Ensure that the project keeps moving in the right direction;

· I.e. it still aims to meet user, management and technical requirements;

· They represent the high level views of the senior managers, users and IT within the project’s working environment. 

Slide S3/13 : Project plans

This slide describes the need for plans at different management levels. The slide shows the four basic levels of project plan.

Project level plans

· The highest planning level;

· Covers the whole duration of the project;

· Used to ensure that those responsible for the project share a common understanding of the project, its structure , products , timescales, costs and risks;

· Comprises of jargon free narrative which can be understood by the senior managers;

· May have planning diagrams etc as appendices;

· Level of detail will depend on the complexity and size of the project, and the experience of  dealing with similar projects;

· Includes whether or nor the project will be broken down into smaller stages, estimated resource requirements for each.

Stage level plans

· Covers elements, sub-projects, or stages described in the overall project plan;

· Includes schedules who will be tasked with doing what;

· Drawn up shortly before a preceding stage is completed;

· More technical than the project plan but should still be relatively jargon free.  

Detailed plans

· Task level plans;

· Highly detailed : sufficient for work to be allocated and controlled on a daily basis.

Individual work plans

· Lists what a specific individual is required to do;

· For those who may require detailed direction, e.g. part time or remote staff.

Slide S3/14 : Project controls

This slide summarises the controls a project management methodology might include.

Project initiation

· A project initiation report should be prepared to ensure the terms of reference, plans, objectives, business risks / returns, organisational structure and job definitions are clearly defined, published, understood  and agreed;

· Should include coverage of What (the confirmed project brief), Why (the business case), Who (roles and responsibilities), How and When (the project plan).

Regular assessments

· At regular intervals, e.g. at the end of a sub-project or at the delivery of a product, the project manager should give a presentation to the project board or committee;

· Describe the current project status and request approval to move the project on;

· This confirms the continuing investment in the project;

· Assessments may be required when problems arise and the whole project has to be reconsidered, e.g. the business case is no longer valid. 

Highlight reports

· Summarises progress for the benefit of managers on the project board /committee;

· Produced monthly to let the board know all is proceeding according to plan (or not).

Project closure

· A final review of the project which looks at the project as a whole;

· Normally carried out in parallel with the final elements of the technical work;

· Includes arrangements to ensure the project is properly handed over;

· Should include formal acceptance of the project by the project board or committee, and may include acceptance letters and a project closure meeting.

Quality reviews

· Where staff are designated to examine a product to ensure it is complete & correct;

· Products reviewed against defined quality criteria, including user requirements.

Configuration management

· A formal mechanism for controlling the development of products;

· Can include hardware, software, documentation, telecommunications services, etc

· Includes product control, documentation control, change and version control;

· Because of its importance, a Configuration Manager is usually appointed to take control.

Slide S3/15 : Quality

This slide outlines controls to ensure the quality of project management and the products it produces.

Quality criteria

· Established at an early stage in the project cycle;

· Should reflect senior management’s/ corporate quality standards;

· Standards may stem from the project brief and user requirements;

· Resources should be planned to allow for quality testing Vs pre-determined criteria;

· Project manager responsible for ensuring the products satisfy the criteria.

Embedded into each component

Organisation


· Right people;

· Right job;

· Right authority.

Plans

· Specify product quality criteria - formal “product descriptions”

· Follow acceptable methods;

· Include resources for quality control.

Controls

· Assess whether quality criteria have been met.

Slide S3/16 : Project management tools

This slide provides examples of commonly encountered project management tools which an auditor may encounter when reviewing a client’s IT project

Planning tools

· Assist in planning the deployment of resources e.g. staff .

· Used to assign resources to tasks.

· Usually produce graphical progress and planning reports such as GANNT charts.

· Examples include Project manager’s workbench and MS Project.

Estimation tools

· Used to estimate the time taken to complete each phase of a project.

Configuration management tools

· To control changes to the project plans.

· Projects take time and requirements may change. Changes to project plans should be strictly controlled.

Financial management systems (costing)

· Many commercial accounting packages have the ability to assign costs incurred. to particular projects.

· Project managers may obtain reports which show actual spend to date together with variances form budget. 

Office automation tools

· Used to transfer and analyse project information.

· Commonly encountered tools include spreadsheets, word-processors  and electronic mail.

Slide S3/17 : Project management methods - summary

This slide summarises the issues arising from the use of project management methods.

A formal project management methodology does not guarantee success.

However they can identify problems at an early stage and reduce the risk of project failure.

· They are designed to increase the likelihood or level of success of a project in business terms;

· The methodology should not be treated as an exercise or end in itself;

· If correctly applied, project management methods should reduce the risk of unsuccessful projects, e.g. 

· Systems not delivered to time or budget;

· Systems which do not meet business needs in full (or at all);

· Systems that are difficult to use and/or maintain;

· Systems which do not meet the needs of the external auditor.

· Methods are not prescriptive and may need to be moulded to fit corporate cultures or attitudes. 

Session 4 : Programme management

Slide S3/1 :  Session title

This session provides an overview of programme management methods and practices.

Method

Slideshow and discussion

Timing

30 minutes

Equipment required

Whiteboard

Flipchart

Overhead projector or Audio Visual Unit

Handouts

Session 4 student notes

Slide S4/2 : Session objectives 

The objective of this session is to provide a high level review (overview) of commonly encountered programme management methods and practices.

Slide S4/3 : What is programme management

This slide aims to provide a definition of programme management.

The co-ordinated management of a portfolio of projects to achieve a set of business objectives.

· Business strategies are unlikely to succeed unless there is a mechanism for pulling together projects into a controlled and co-ordinated environment;

· Programmes consist of several projects which aim to meet a business strategy or objective; 

· Larger organisations are likely to have separate business areas, each of which would have a number of projects aimed at delivering products for those businesses;

· A portfolio of projects may include projects which deliver tangible products, or other less tangible results e.g. to improve user awareness or establish new staff skills.

Programme management provides the framework for implementing business strategies and initiatives and for managing multiple projects.

· The next question to ask is how does programme management differ from project management.

	Project management
	Programme management

	Projects aim to deliver specific products
	Programmes aim to deliver strategies, higher level management ideas and goals

	The future success of a product is not part of the project management process, i.e. project management ends when the products are delivered.
	Programme management includes the use of the products delivered by projects to realise business benefits

	Includes change control mechanisms but normally suited to objectives which are closely bounded and relatively certain  
	Suited to producing large numbers of component projects with complex inter-relationships in an uncertain, larger and more dynamic environment.


Slide S4/4 and Slide S4/5: Programme selection and management

Slide S4/4 illustrates the relationship between the business plan, programmes and projects. Slide S4/5 expand on the diagram by pulling out key issues on the selection of programmes.

Selected and planned to improve business operations in one or more business areas

· Programmes are selected to target business operations;

· Programmes may be set up to deliver strategies which cover multiple business operations. 

Programmes comprise projects from several business areas which contribute to a common goal.

· All organisations should have a corporate statement of purpose, i.e. a mission statement;

· The mission statement should be supported by high level objectives which aim at achieving the mission;

· The corporate business plan flows from the mission statement’s objectives;

· The business plan includes strategies and initiatives which take account of how the aims and objectives are to be achieved;

· These strategies and initiatives in the business plan are generally defined too broadly to be taken forward directly into projects;

· Programmes may incorporate projects from several business areas which contribute to a common objective.

Underlying projects are initiated from  the programmes.

· The strategies are assessed and programmes defined;

· Within each programme, individual products are identified;

· Projects are set up to deliver these products;

· Programme management methods and practices aim to fill the gap between:

· The broad strategy statements and the detail required to initiate a project;

· The terminology used by business areas and the technical staff (consultants, engineers, accountants, programmers, network specialists etc);

· Users business objectives and the goals of IT service suppliers.

Slide S4/6 : When to use programme management

This slide outlines criteria which are likely to lead to the use of  programme management techniques.

Co-ordination of business activities or sharing of objectives

· Where there is a need to co-ordinate several initiatives affecting a business area;

· Where a set of proposed projects and activities addresses different parts of a common problem or is needed to deliver an overall business benefit. 

Complex projects 

· Where sets of changes cannot be managed as a single project due to size/complexity;

· Where a set of changes affects a wide range of business areas;

· Where a large number or diverse  specialist development skills are required and considered to be too many for normal project management techniques to cope with.

Strong project inter-dependencies 

· Where project design interfaces require a co-ordinated management approach;

· Grouping projects may allow managers to closely monitor vulnerable project interfaces. 

Scarce resources

· Where the use of resources from a common pool is required;

· Allows co-ordination of resources across projects.

To take advantages from economies of scale

· Grouping project together may lead to cost savings by avoiding duplication of effort;

· Grouping projects into a programme may allow for the justification of necessary infrastructure;

· Grouping projects may justify the employment, recruitment, training of staff with specialist skills.

Slide S4/7 : Categories of programme

This slide show the four commonly encountered categories of programme. 

· Generally, programmes can be placed into one of four categories.

Strategic programmes

· Co-ordinates multiple activities aimed at establishing or moving a whole organisation forward under a few wide objectives;

· Objectives may not be completely compatible and consideration has to be given to reconciling differences.

Business cycle programme

· These programmes co-ordinate multiple projects towards a common operational environment;

· Projects are funded from a single budget allocation, but might have little else in common.

For large scale, single objective projects

· Very large projects with several identifiable sub-projects;

· The sub-projects are co-ordinated centrally by the programme managers;

· E.g. large construction projects where the overall aim is to build a product such as a building, and which can be broken down into sub-projects such as the foundations, the walls, the utilities etc. (e.g. Channel Tunnel, Concorde).

Research and development programmes

· Many independent project initiatives are assessed and re-focused with long term goals in mind. E.g. a large computer bureau carrying out a reassessment of its prices for all its services, cancer/AIDS research.

Slide S4/8 : Benefits of programme management

This slide summarises the benefits of using programme management to deliver a number of related projects.

More effective delivery of change

· Because changes are planned and implemented in an integrated way;

· Care can be taken to minimise disruptions to current business operations.

Fills gap between strategies & projects

· Provides an effective response to disparate activities from the top down.

Focuses activities on business objectives

· Programme management allows management to keep focused on strategies and overall business change objectives.

Improved resource management

· Allows projects to be prioritised;

· Important where resources are scarce and rationed.

Improved risk management

· Allows management a better understanding of the wider issues and risks. 

Improved control of costs and quality

· Allows new costing and quality control regimes to be implemented across a range of projects;

· Standards and regimes can be measured, assessed and compared.

Slide S4/9 : Programme management model

This slide depicts a model for programme management. The slide shows how the business plan,  programmes and projects contribute towards the future business goal or vision of the future.

Top of model

· At the top of the model there are strategies and initiatives  which provide aims, objectives and policies to guide the underlying developments;

· They include strategies for business, information systems, support services, staffing and other resources.

Middle layer

· In between and moving from left to right is a change programme;

· The programme consists of a portfolio of projects, which when take together move the business towards future business operations;

· Transition from current to future operations may be best achieved via phases;

· This breaks up programmes into a number of more manageable sections;

· Each phase may consist of a number of projects;

· At the end of a phase the programme management team should review progress, assess benefits, risks and any uncertainty about the future of the programme;

· The team may redefine objectives in light of this information;

· At this review point, the plans for the next phase of projects can be prepared;

· There may be interfaces and interdependencies between projects in a phase.

Bottom of model

· At the bottom of the model there are support services and business infrastructure;

· These contribute to ensuring that the products delivered by the projects realise benefits when put to operational use;

· Products need to be successfully integrated into business operations;

· As projects are completed they may introduce changes to the underlying business operations support services and infrastructure.

Slide S4/ 10 : Key aspects of the programme management approach

This slide highlights key points to bear in mind when applying the programme management model shown in the previous slide.

Programmes are 

· A portfolio of projects; which 

· Contribute to a common goal or objective;

· Based on a clear model of where the business aims to be.

Products handed to business operations on completion

· At the end of a project the products are handed to the business operations;

· Business benefits are gained once the business operations put the products into use;

· Programme management includes exploiting the project products to derive business benefits.

Programmes may be split into manageable phases

· Blocks of work which are identified to ease programme management.

Progress is reviewed at the end of each phase

· Allows management to assess progress and review goals if required.

Need to plan for business transition

· The projects and programmes may result in changes in the way the  business operates;

· Management may need to reconsider how the business may need to change in light of the new systems, products, working practices etc.

Slide S4/11 :  Phases of programme management

This slide show the fours stages/phases in the management of a programme.

· There are four stages or phases in programme management.

Programme identification phase

· The scope and programme boundaries are determined;

· Senior management considers the impacts and benefits on business operations of all changes proposed in the business strategy;

· Managers decide whether to implement changes through one or more programmes;

· Forms part of business planning and carried out by a high level planning group;

· They identify groupings of projects and evaluate them for business benefits, economies of scale and compatibility with support service plans (e.g. infrastructure);

· Management selects programme groupings which achieve the best balance between strategic objectives and affordability, achievability and acceptable risk;

· Each project grouping is defined, documented and authorisation is then obtained to proceed (based on the business case).

Programme definition phase

· A manager (programme director) is appointed to manage the programme and prepare a programme definition statement before proceeding;

· The programme definition statement is an agreed statement of objectives and plans between the programme manager and senior management. This dynamic document forms the basis for funding and is a key monitoring and control document;

· The manager establishes and organisation structure and procedures;

· Also prepares a benefits management plan,  risk management plan, and communications and awareness plan;

· Define project briefs for the first phase of programme projects. These specify project deliverables and provide an outline plan.

Programme execution phase

· Involves reviewing, and where necessary adjusting project plans and progress in light of programme requirements;

· Focuses on changes to  project interfaces, the smooth handover of project products to the business operations and the management of resources across projects;

· As project products are delivered,  business managers become closely involved in the handover of products into operational use;

· The programme manager monitors and ensures  projects and products comply with the programme design, corporate and programme architectures, policies and standards and infrastructure plans;

· Establishment of a programme wide quality assurance and change control system;

· Changes to programme requirements are assessed and incorporated into the plans;

· The programme definition statement is monitored and updated as necessary;

· Monitor progress towards the future business goals and the business case;

· Corrective action taken when necessary e.g. define additional projects, scrap obsolete projects and replan project delivery.

Benefits realisation phase

· Occurs at the end phase of each phase of  a programme, when all of a phase’s  projects have been delivered;

· Used to assess operational performance levels against targets and objectives;

· Undertaken by a team which reports to the programme director or manager;

· Analyses success or failure of the programme management process;

· Managers may need to implement compensating actions to deal with any shortfalls in the facilities delivered by the programme, e.g. by defining additional projects;

· Training of  staff;

· Seek additional business benefits and fine tune the operations to maximise benefits;

· Ensure lessons learnt feed into the next phase.

Slide S4/12 : Phases (Stages)

This slide highlights some points on the use of phases to deliver large complex programmes.

1,2,3,4 in order for simple programmes

· Simple programmes should only contain one phase;

· Each phase may comprise of a number of stages;

· The  stages cycle through in the predictable order, i.e. 1, 2, 3, and lastly 4.

Staggered for programmes with phases

· Where programmes are larger of more complex, and several phases are required, the phases are usually staggered;

· I.e. the sub-phases of each phase overlap with the start / end phases of the previous or following phases. 

When the 1st phase is mid way through stage 4 of phase 1,  stage  2 of phase 2 is completed.

· For example, consider the first phase of a programme;

· The stages cycle through as  predicted 1, 2, 3, 4;

· However towards the end of stage four of phase 1,  stage 2 of phase 2 begins;

· Draw the following on the whiteboard to illustrate the overlap.




Slide S4/13 : Programme management products

This slide lists the main project control and management documents produced as part of programme management .

Programme identification phase

· The Programme Brief :

· Produced during the programme identification phase;

· Describes the programme and provides the terms of reference for the work to be carried out;

· Includes the programme manager’s terms of reference (job description).

Programme definition phase

· The Programme Definition Statement - agreement of aims and programme objectives between senior managers and Programme Director; it includes the :-

· Benefits Management Plan - specifies who is responsible for achieving the planned benefits and how achievement is to be managed measured and monitored;

· Resource Plan - states how the programme will be resourced, including specifying what support services, infrastructure and third party services are required;

· Risk Management Plan :

· Records all risks in the business environment and to the programmes themselves;

· Assesses possible impact and what can be done to minimise / control these risks.

End of programme and end of each phase

· The Programme Benefits Review Report - describes the findings, conclusions and recommendations on how the programme is progressing. 

Slide S4/14 : Organisation

This slide describes a typical programme organisation.

Programme Director

· Senior manager with individual responsibility for the overall success of the programme;

· Ideally, drawn from the management of the target business area;

· The Programme Executive and the Programme Board Chairman formally report to the Programme Director.

Programme Executive

· Group of individuals supporting the Programme Director;

· Day-to-day management responsibility for the whole programme;

· May be permanent or part-time roles depending on the scale of activity.

Business Change Manager 

· A role in the Programme Executive;

· Responsible for :-

· Maximising the improvement to business operations;

· Drawing up and maintaining the programme’s Business Case;

· Transition planning and managing change;

· Managing risk.

Programme Manager

· Individual responsible for day-to-day management of the programme;

· Most concerned with management plans & progress, resourcing and co-ordination of activities.

Design Authority

· A role within the Programme Executive;

· Responsible for :-

· managing information system design;

· ensuring that designs are consistent across the programme with supporting services and infrastructure;

· ensuring that designs comply with the appropriate policies and standards;

· change control to technical specifications and infrastructure.

Session 5 : System design

Slide S5/1 :  Session title

This session provides an overview of system design methods and practices.

Method

Slideshow and discussion

Timing

60 minutes

Equipment required

Whiteboard

Flipchart

Overhead projector or Audio Visual Unit

Handouts

Session 5 student notes

Slide S5/2 : Session objective

The objective of this session is to provide a high level review (overview) of commonly encountered system design methods and practices.

This session also includes an introduction to rapid application development techniques

Slide S5/3 : Overview

This slide provides an overview of the systems design issues covered in this session

IS design methods may consist of procedures, tools, techniques and standards that support the development of IT based systems.

· System design methodologies are useful in ensuring that systems will be successfully developed and delivered business benefits;

· Their use should also reduce the cost of developing and maintaining systems;

· System design methodologies can be applied to both in house developed systems and externally developed systems;

· The methods are designed to reduce the risk of project failure;

· Their use should ensure the systems under development are able to satisfy business requirements;

· They investigate, in a thorough and systematic way what the new systems need to do and what the best options are likely to be. 

They cover management and technical issues

· They consist of frameworks of steps, activities, stages and modules which enable the production of computers systems;

· They include technical considerations which  are aimed at systems analysts and designers;

· They make use of data models, data flows and processes;

They may exist within a wider framework of strategic planning, project  & programme management and procurement

· System design methodologies are one component of the overall system development process;

· They are used in conjunction with strategic planning, programme management methods, project management methods, security management methods and quality management methods.

Design begins with the project portfolio

· Detailed systems analysis and design  normally commence after projects have been defined and agreed.

Slide S5/4 and Slide S5/5 : Stages in system design

These two slides show the phases or stages which are frequently encountered in structured systems design methodologies. Slide S4/4 provides a narrative list of the stages whilst slide S4/5 shows how the various stages fit together. Subsequent slides consider each stage in more detail

Feasibility study

· Finding out whether the project should and can provide a solution.

Stage 1 : Requirements analysis and current system definition

· Investigation of the current system and its problems.

Stage 2 : Requirements specification 

· Looking at what users require from the new system;

· Includes the specification of audit and control issues.

Stage 3 : Creation and selection of technical options

· Looking at the various ways of meeting the users requirements;

· Creating options and presenting them to users, who subsequently decide which they want.

Stage 4 : Data design 

· Modelling data requirements;

· Using data analysis techniques.

Stage 5 :  Process design

· Looking at how data will be affected as it moves through  the proposed system. 

Stage 6 : Physical design

· Determining what physical aspects of the system are required to run the applications;

· Translates the logical design into a physical specification.

Slide S5/6 : System design products

This slide identifies the more significant products which are produced as part of the system design process.

The feasibility report

· Determines whether or not it is desirable, and possible, to design and build a systems which will meet business requirements.

Selected business system options

· An assessment of the various courses of action which are possible. 

Requirements specifications

· A statement or list of users’ needs and requirements.

Selected technical system option

· Identification of options which should deliver the right system.

Physical system specification

· What the system will look like in practice rather than in theory.

System design methods often make use of three techniques which in turn leads to the production of three types of document of drawing. These are: 

Dataflow diagrams

· These describe the functionality, boundaries and interfaces for the system;

· They provide a diagrammatic representation of all information flows, external interfaces, processes and data stores.

Logical data structures  

· These describe the information content and internal dependencies within the system;

· They provide a pictorial representation of the entities (logical groupings of information which can be held in a system and uniquely identified)  and their relationships within the system.

Entity life histories

· These describe the impact of time on components/parts of the system;

· They describe the creation, modification and deletion of each entity within the system.

Slide S5/7 : Example of a data flow diagram

This slide provides an example of a simple data flow diagram

· Four standard symbols are used to prepare  data flow diagrams;

· They are shown on the example, i.e.

· Data source or destination  


· Process that transforms data 


· Data store


· Data flow


· The slide shows a high level data flow diagram for an inventory system;

· Transactions flow from the CUSTOMER into the system;

· They are then handled by process 1.   Process transaction;
· A data store (STOCK)  holds data on each item in the inventory ;

· “Process transactions” changes stock levels in response to transactions;

· MANAGEMENT access the system through Communicate, evaluating the data in the STOCK data store;

· When stock levels are low, a reorder is authorised, and Generate order sends necessary data to the SUPPLIER, who sends new stock items.

Slide S5/8 : Feasibility study

This slide shows the issues considered during the feasibility stage of system design.

· Used to determine if a proposed information system is feasible and if it can meet specified business requirements.

Focus on 

Achievement of business objectives

· How far the system will help achieve business objectives.

Costs

· How much will the new system cost (an approximation);

· Includes staff costs (IT staff and users);

· Hardware and software costs.

Benefits

· Quantifiable benefits (costs savings);

· Indeterminate and intangible benefits.

Business risks

· Assessing whether user departments could live with the proposed system and that it would not adversely affect its other operations.

Technical risks

· Assess if  the proposed  system is technically feasible, i.e. hardware & software exists to support the proposals or can be developed in time for implementation.

Output

Feasibility report : contents

· Objectives (business, programme and project objectives) scope and study approach;

· Existing IS support and IS support to the business;

· IS support required in the future;

· Proposed system, including how requirements can be met (includes outline specifications, data flow diagrams and logical data structures;

· Rejected options and reasons for rejection;

· Financial assessment and investment appraisal;

· Conclusions and recommendations.

Slide S5/9 : Requirements analysis

This slide identifies issues considered at the requirements analysis phase of system design, i.e. stage 1.

Investigation of the current situation and services

· This stage focuses on the current system;

· Builds on the findings from the feasibility study.

Concentrates on defining the extent and nature of problems within existing systems

· e.g. the existence of obsolete computer systems which fail frequently of can’t meet users’ response targets.

Agreeing terms of reference and informing involved parties

· Letting interested parties know what is happening;

· Circulation of dates of meetings etc.

Preparation of high level DFDs and LDSs

· Current system analysed and DFDs and LDS prepared;

· Only high level at this stage and concentrates on the current physical system;

· Identification of major and important data items.

User consultation

· Selection or knowledgeable representatives from user departments;

· Users should have a complete knowledge of the application area, including day to day operations, management and strategic planning issues;

· Preparation of the problems/ requirements list : i.e. a compilation of problems associated with the existing system and the facilities users would like to see in a replacement system.

Quality assurance meeting at end of stage

· Formal QA meeting;

· Problems discussed and noted for subsequent resolution;

· On completion of stage 1 formal authority sought to proceed to stage 2..

Slide S5/10 : Requirements specification

This slide identifies issues considered during the requirements specification stage, i.e. stage 2. 

Define what is required to satisfy needs

· Main aim is to produce a requirements specification.

Extensive consultation with users

· Users consulted to determine what they require from the new system.

Analysis of the current system

· Current system DFDs from stage 1 converted into a logical view of the same system;

· Results in a representation of the current system without its shortcomings (intrinsic or acquired).

Inclusion of audit, security and control needs

· Audit, security and controls are user requirements and so should be included in the requirements specification;

· Considered at an early stage in the development process;

· Users provide information on control and security requirements;

· Consideration of data retention requirements.

Consolidation of users needs

· User requirements pooled together into a composite list which is likely to be long;

· Need to weed out non-essential requirements according to needs and potential benefits. Meetings held with users to see which requirements can be thrown out.

Identification of business systems options

· Likely to be a number of ways in which users requirements can be satisfied, each with own costs, benefits, problems and timescales;

· 3-4 options analysed.

Users choose

· Users presented with options and they decide which is best;

· The chosen option is then defined in greater detail;

· DFDs and LDSs completed in greater detail;

· Analysts  investigate the detailed system logic.

Slide S5/11 : Creation and selection of technical options

This slide outlines the main activities undertaken during stage 3 of system analysis and design.

Creation of technical options

· This stage identifies and specifies possible ways of realising a physical implementation of the chosen option;

· Constraints determined (cost, time, physical and organisational constraints);

· A menu of 2-3 skeleton options selected (includes : description of technical environment; functional descriptions; impact analysis; advantages and disadvantages; outline development plan; and cost/benefit analysis).

Support user selection 

· Users presented with technical options and they make their selection;

· May need to provide additional advice and guidance to users to assist their decision making.

Complete and review selected option

· More detailed analysis work carried out on chosen option;

· LDS, DFDs and ELHs reviewed;

· Input/output formats produced and the data dictionary defined.

Define performance objectives

· Specification of performance criteria that the new system will have to achieve;

· Estimation of system capacities, file sizes, loadings, memory usage etc;

· Reconciliation with user expectations and performance demands, e.g. response times;

· Input from IT department in terms of resilience criteria, e.g. MTBF or mean times between failures, repair times and costs. 

Slide S5/12 : Logical specification

This slide identifies issues considered by system developers during stages 4 and 5 of system design, i.e. data design and process design.

Use of relational data analysis

· Uses third normal formal analysis (TNF) (as covered during awareness module);

· A labour intensive operation.

Development of a second data model

· Second data model from TNF merged with required LDS to produce a final logical data design ( a CLDD).

 Production of a composite logical data design (CLDD)

· The CLDD represents the optimum logical data definition for input into the physical design stage;

· The CLDD  resolves and removes anomalies and contradictions;

· Ensures that the adopted data structure  will meet users’ and process needs. 

Production of process descriptions

· Determination of logical processes which will take place in the new application;

· Identify report formats, screen formats, database access mechanisms and infrastructure standards.

Approval sought from project board

· At the end of stage, the project board accepts the CLDD, logical process outlines, input/output descriptions  etc.

Slide S5/13 : Physical design

This slide considers what issues are considered during the final stage of system design, i.e. the physical design stage.

· The purpose of this stage is to pull together the selection of technical options, data design and process design outputs form the previous stages and create a physical system specification, e.g. file/ DBMS definitions and program specifications;

· This involves specifying the data, processes, inputs and outputs to the system, using the language and features of the chosen physical environment. 

Focused on

The physical design

· A description of the physical solution incorporating any implementation standards;

· The selected design should be in step with the required IT infrastructure and related policy in the strategy.

Data design

· Developers specify physical data, processes, inputs /outputs for the selected design;

· Programme specifications are created for major transactions;

· System flowcharts are prepared. Symbols are used to represent programs, procedures, hardware devices and other components of the physical system;

· Determine target database management system, and decide what data dictionary will be used and what programming language will be adopted.

Functional specification

· Determine system/ user interfaces (screen formats, style guides and reports ).

Physical design assembly

· Identify hardware configurations and system software.

Output

Physical system specification

· Comprises application development standards, the physical environment specification and physical design;

· File/database definitions and program specifications;

· System test and implementation plans;

· Operating instructions, together with manual procedures.

Slide S5/14 : Rapid application development

This slide introduces what Rapid Application Development (RAD) is, and states its objectives.

This session on RAD provides  a high level overview  sufficient to impart an overall understanding of  what RAD is. RAD is covered in greater detail in the INTOSAI developing systems module.

Objectives

To develop high quality systems

Fast development and delivery

Low costs

· Rapid application development or RAD is associated with a range of tools, techniques methods and system management styles, all of which have been created to design systems in shorter timescales and for less investment;

· i.e. quicker and cheaper systems development;

· Increasingly used as an alternative to traditional design and  development methods which are seen to be too slow and expensive.

Based on several key assumptions

· It is impossible to specify requirements accurately;

· The application is its own model;

· Design and testing are iterative processes;

· The application is always complete, but never finished;

· Empowerment of developers and users is crucial to the development of information systems;

· Both users and developers need to be empowered to make decisions on behalf of the business;

· RAD methods assume that 80% of the functionality of a system can be delivered in 20% of the time;

· It takes the remaining 80% of resources to get the last 20% of functionality.

Slide S5/15 : RAD Methods

This slide identifies RAD methods and practices

Complete approach to development

· Covers the entire information systems development lifecycle, from initiation  through to delivery.

Methods

· Not a precise science and there are several methodologies available.

The lecturer should determine whether there are any methods in use in their own country. These should be summarised and added to the examples below.

J.Martins method : 

· One of the first methods

· Not widely used today.

DSDM

· Dynamic Systems Development Method;

· Launched in 1995. Quickly gained international acceptability.

· Now on version 3.

· Non-propriety version of RAD. A consortium has put together this methodology and made it openly  available.

· Provides a framework for building and maintaining systems  which meet tight time constraints through the use of incremental prototyping in a controlled project environment.

Combine several sub-methods

· Including project management, quality assurance and software testing with quick, low cost developments.

However, less guidance/ requirements than the traditional development approach

· RAD does not appear to be a conventional development methodology;

· Most RAD methodologies promote the use of a tool-kit or contingent approach to building systems rather than  a prescriptive one;

· Developers given more freedom to develop how they want;

· RAD manuals tend to be slim, one volume works, opposed to the guidance available for traditional systems analysis and design methods which span seven or eight volumes;

· RAD does not propose the adoption of new, radical development techniques, and makes do with standard techniques such as entity relationship diagrams.

Slide S5/16 : RAD components

This slide summarises the components commonly encountered in the various  RAD approaches.

Joint application development

· RAD is characterised by small development teams of 4-8 team members;

· Teams include developers and users and are empowered to make decisions;

· These  joint development teams combine the developers skills with the users knowledge of the business.

Rapidity of development

· Most RAD developments are relatively small scale (based on PC and client server technology) and last a short time (3-6 months);

· View that projects lasting more than 6 months are likely to be overtaken by changes in the business environment.

Clean rooms

· JAD workshops often take place in an non-office environment, clean of any routine work interruptions. Emphasis on highly focused problem solving;

· Supplied with support facilities (flip-charts, pens, OHP, coffee, computers etc).

Timeboxing

· RAD project control involves scoping the project by prioritising and defining delivery deadlines or “timeboxes”;

· If projects start to slip the requirements are reduced instead of increasing deadline.

Incremental prototyping

· Building a system in an iterative way. Developers build working models and discuss them with users. Amendments and enhancements are  agreed;

· Cycle of inspection-discussion-amendment repeated several times.

RAD tools

· Make use of latest development tools e.g. 4GLs, GUI builders, DBMS, CASE tools.

High interactivity, low complexity projects

· RAD typically used to develop highly interactive, low complexity  systems with clearly defined user groups;

· Rarely used for large distributed systems which employ corporate wide databases.

Slide S5/17 : System development summary

This slide provides a short summary of the system design and development methodologies described in this session.

Traditional or rapid development options available to programmers

· Several methods may be available;

· The auditor should check local or national guidance and systems development methodologies.

Traditional system design involves several phases

· Auditors may check that the client has adopted an appropriate approach.

RAD is being increasingly used to develop interactive systems at minimal cost in limited time-frames

· Auditors may find both the traditional and new system development methods in use in any client;

· The traditional methods may be used for the larger more complex systems and the new RAD methods may be used for the simpler, graphical systems.

Beware of the new risks

· Lack of controls and documentation in the RAD methodology;

· There could be problems if RAD is used for complex systems.

Session 6 : IT Procurement

Slide S6/1 :  Session title

This session provides an overview of IT procurement methods and practices.

Method

Slideshow and discussion

Timing

60 minutes

Equipment required
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Flipchart

Overhead projector or Audio Visual Unit

Handouts

Session 6 student notes

Slide S6/2 : Session objective

The objective of this session is to provide a high level review (overview) of commonly encountered IT procurement methods and practices.

Although the practices and methods described in this session are designed primarily for the procurement of IT  the underlying principles can be applied to the procurement of non-IT goods and services.

Slide S6/3 : Introduction to procurement methods and practices

This slide introduces the aims of IT procurement methods and practices, i.e. why develop procurement methods and practices. 

· The methods described in this session are aimed at the procurement of significant IT resources,, i.e. not everyday purchasing of printer paper or floppy disks. 

Procurement methods and practices aim to:

Control costs

· The costs of a procurement should not outweigh the potential benefits of adopting that approach;

· Having methods and practices with a degree of flexibility enables users to ensure that the method adopted is right for any given situation;

· The adoption of standard procurement frameworks should also keep the suppliers costs down and hence more potential bidders for contracts.

Ensure a consistent approach 

· The key to most IT procurement methods is ensuring that the purchasers needs are expressed completely and unambiguously and that suppliers’ proposals are properly evaluated against those requirements;

· Procurement methods provide guidance on carrying out evaluations /bids or tenders and ensure that a systematic and consistent approach is adopted to the evaluations.

Ensure compliance with rules and regulations

· The procurement practices followed by organisations may be influenced by local, national or international laws and regulations;

· IT procurement methods adopted should take account of these laws &  regulations;

· E.g. GATT thresholds which may require contracts above a certain value to be subject to international competition.

Ensure value for money

· IT procurement methods and practices contribute to achieving value for money, i.e. goods and services are purchased at minimum costs, they produce a high output for minimum resources, and they are effective in achieving their goal;

· I.e. economy, efficiency and effectiveness.

NOTE : to secure the full benefits of any procurement methods, staff resources should be skilled and experienced.

Slide S6/4 : Purchasing stages

This slide shows commonly encountered stages in IT procurement methodologies.

Strategic planning  (already covered in the previous sessions)

· The strategic planning process will result in a technical policy which identifies hardware and software standards and tools for system design. These will impact on the statements of business requirements which  will be sent out to suppliers.

Feasibility study

· Assesses the feasibility of projects proposed in the IS strategy. Feasibility assessed in terms of the business, managerial and organisational requirements, financial constraints and technological development.

Full study

· This is a detailed investigation of the proposed system. Considers the benefits of the proposed system. Focuses on business requirements. The full study may result in several procurements. Leads to the drafting and prioritisation of current requirements and new requirements lists;

· Options for meeting requirements are identified. Options may offer different levels of functionality. Usual to review 3 options, ranging from comprehensive to minimal. Costs and benefits assessed for each option. The best option is selected;

· Statements of requirements are drafted and sent to suppliers for tender.

Supplier evaluation

· Suppliers submit details of how they or their products will satisfy the statement of requirements. The supplier also provides details about his her organisation;

· The purchaser evaluates the tenders and weeds out any that are unsuitable. 

Contract negotiations

· Contract negotiations begin with one or more short-listed suppliers;

· Ensure that all parties understand their respective responsibilities prior to best and final offers being invited.

Final evaluation and award of contract

· Final bids & requirements discussed and the successful bidder awarded the contract;

· Includes detailed descriptions of rights and remuneration of both parties;

· The contract should include clauses which consider what action will be taken should the system fail to meet user requirements and is rejected, e.g. remedial action clause.

System installation

· The hardware/ software are installed  or  services  supplied.

System acceptance

· System tested against user requirements specified in the statement of requirements;

· The statement of requirement should form part of the contract.

System implementation

· The system is implemented, i.e. set up, users trained, standing data entered and the system goes live.

Project evaluation review

· A formal review of the procurement process and procedures;

· Any lessons learnt  are carried forwards to subsequent procurements.

Post implementation review

· A formal review should be carried out once the new system has been given an opportunity to get established;

· Assess whether the procurement project has met its overall objectives and achieved the expected benefits;

· The Stages shown on the slide are based on common sense and incorporate elements from the other IT methods already covered in this module, i.e. IT strategies, and programme and project management;

· The stages are based on the procurement of an average, medium complexity computer system; 

· However, such an approach may not always be appropriate and may be tailored for the procurement of small, simple systems or alternatively, large complex systems;

· Three variations of the stages shown on the slide may be adopted, one for simple systems, one for average systems and one for high complexity systems.  The approach for low complexity systems will obviously be simpler and cost less to implement and vice versa.

The next issue to consider is how to assess the complexity of the system to be procured. This is covered in the next slide.

Slide S6/5 : Assessing the complexity of a procurement

This slide considers factors an IT procurer would consider when assessing the  complexity of a procurement. 

Common sense

· Whoever is in charge of the procurement process should exercise their knowledge, experience and common sense when  assessing whether a procurement is low, medium or high complexity;

· Obviously the right person should be appointed to make this decision.

The costs and effort put into procurement should be in proportion to the risks and value of the project

· Costs should not outweigh benefits;

· The procurement route selected will have an impact on the time taken to go through each stage and the resources required to carry out the procurement.

3 procurement routes

Low / Medium / High complexity

· The most likely route for most IT procurement will be the medium complexity one;

· This route is used for procurements involving moderate technical and implementation risks;

· When the procurement is assessed as being relatively simple, e.g. those involving the purchase of standard hardware or software products, the shorter and cheaper low complexity route would be more appropriate;

· For high risk procurements, e.g those involving the procurement of bespoke software or those involving business process re-engineering, the high complexity procurement route would be appropriate. 

Slide S6/7 : Assessment of procurement complexity

Technical complexity

Examples

Ask the trainees to provide examples of what they believe would be low, medium and high complexity procurements. Write their responses on a flipchart and discuss.

· Low complexity:

· Procurement of standard, off the shelf  hardware or software 

· Procurement of PCs minicomputers or telephone exchanges

· Procurement of standard upgrades to PC, mini, mainframes or infrastructure

· Standard application packages for PCs and minis where requirements are established, precisely defined and simple.

· Medium complexity:

· Systems which involve the purchase of standard hardware and software

· Systems which predominantly involve the purchase of standard hardware and software, yet have a small element of bespoke development, e.g. development of an interface between two standard, off-the-shelf packages

· Networks and multi-user with <10 workstations

· Repeated procurement of high complexity systems.

· High Complexity:

· Systems which impact on all parts of an organisation, e.g. time recording, office automation, large infrastructure projects

· Systems which have a significant element of bespoke development.

Implementation risk

· The choice of procurement approach will be influenced by the perceived implementation risk;

· E.g. there the system is vital to the continuing survival of the business, or  where others have experienced significant problems when procuring similar systems.

Timescale

· Lower complexity route takes less time;

· If a system has to be installed within a short time period there may not be time to go through the whole procurement process in depth. Possible phased implementation.

Slide S6/8 : Low complexity procurement

This slide shows the stages involved in the procurement of low complexity IT systems.

Produce business case and draft the operational requirement (OR)

· Uses estimates of costs benefits to justify the procurement;

· Prepare draft operational requirements. May receive input from a full study. Operational requirements are a statement of what users expect form a system in terms of features, functionality, and system performance.

Obtain financial approval

· From whoever holds the relevant budgets, e.g. senior management, head of IT etc.

Refine OR

· Preparation of an evaluation model, against which tenders will be judged;

· OR should be quality reviewed.

Advertise and / or issue OR

· The OR is issued to suppliers, or advertised. Dependant upon the circumstances,  some organisations may opt for limited tendering, i.e. asking few selected suppliers to bid for the contract (between 3 and 10 normally);

· Suppliers should be given a reasonable period to prepare/ submit their tenders/ proposals (30-60 days). The closing date should be clearly specified.

Receive and evaluate full proposals

· Tenders /proposals are Vs the evaluation model. If a supplier’s bid is based on a different approach, it may be evaluated with an appropriate separate model;

· Mainly concerned with suppliers’ ability to satisfy, implement the OR’s requirements. Price is given a low weighting.  Shortlist approx. 3 suppliers.

Draft Contracts/ discussions and demonstrations

· Prepare draft contracts for procurement and maintenance in parallel with technical discussions. Demonstrations possible but unlikely in low complexity route.

Award contract

· Establish a final offer evaluation model. Carry out final commercial & technical risk assessment.  Short-listed suppliers submit best/ final offers. Evaluated Vs model. 

Acceptance and PIR

· Best final offer accepted based on value for money over lifetime of the project;

· After contract awarded, perform acceptance trials Vs acceptance criteria & contract.

Slide S6/9 : Medium complexity procurement

This slide describes the additions stages involved in the procurement of a medium complexity IT system. 

Similar to low complexity procurement

· The approach is basically the same as that adopted when procuring a low complexity system, except that an additional stage is added.

With an additional stage

· One additional stage, the statement of requirements/mini-proposal stage;

· Involves preparing and issuing an initial statement of requirements which are more business orientated. (More of what we want, less of how to do it).

The short-listing or mini-proposal stage

· Additional stage aims to create a short-list of potential suppliers at an early stage;

· Entry costs for suppliers should be lower, encouraging more bids;

· Decreases time spend evaluating full proposals which have no hope of winning.

Issue of a statement of requirements (SOR) at an early stage

· Brings forward the production of requirements to an earlier point in the process;

· The initial SOR is sent to suppliers or advertised;

· Project timescales should benefit from starting the procurement process earlier;

· The initial statement of requirements should encourage increased competition and more innovative approaches  to dealing with the business problems;

· The indicative prices in the mini-proposals sent by suppliers will allow management to refine the costs in the business case.  Hence more accurate assessment of resources required at a later date;

· Mini-proposals are evaluated, the business case updated & approved;

· Once approval is given, the full proposal begins with the issue of an operational requirement to the short-listed suppliers, who respond with full proposals;

· Full proposals are evaluated Vs an evaluation model leading to a second shortlist;

· Draft contracts negotiated in parallel with technical discussions & demonstrations;

· Once draft contracts have been finalised, final bids are invited. These are evaluated and a contract awarded.

Slide S6/10 : High complexity procurement

This slide outlines the additional stages required when procuring a high complexity IT system. Used for procurement of complex, bespoke or turnkey systems.

· Similar to medium complexity approach;

· Same overall framework as the medium complexity route, i.e. incorporates the mini-proposal and full proposal stages.

Includes an additional stage

· One extra stage added to the route.

The system procurement study (SPS)

A SPS is a funded study, carried out by the suppliers, to investigate and develop aspects 

of their proposed solutions.

· I.e. the suppliers carry out some research and development work on their proposals to confirm that their proposed solutions are viable;

· Reduces the risk involved in implementing an experimental or unproven system.

Several SPSs may be required

· Several suppliers may have made it through to the SPS stage;

· Each may be asked to carry out an SPS.

SPS takes place after revaluation of supplier’s full proposals.

· Takes place after evaluation of full proposals and after short-listing. 

Final offers/ contracts agreed after delivery of SPS products.

· Technical discussions, demonstrations, reference site  visits and draft contracts negotiation are conducted in parallel with the SPS;

· After completion of SPS, results assessed and draft contracts can be finalised. Final contracts take account of the products produced by the SPS;

· Best final offers are then invited, assessed against a pre-prepared evaluation model and the  contract awarded to the best supplier;

· The system is installed, and tested Vs. acceptance criteria specified in the contract;

· A project evaluation review is carried out a few months later;

· After 12-18 months, a post implementation review is conducted to see if the system has delivered planned business benefits.

Slide S6/12 : Audit Issues

This slide summarises the key points from this session on IT procurement.

Procurement methods should be based on common sense

· Basically :

· know what you want

· specify what you want

· ask bidders to bid

· evaluate Vs. what you want  and

· award the contract to the supplier which offers the best value for money.

The depth and detail should be based on the complexity of the procurement

· Tailor the approach to meet local requirements;

· Larger complex procurements are more likely to go wrong so should be subject to increased control. Hence additional stages to go through in the procurement route.

Assessments should be based on consistent (fair) criteria

· Need to determine an evaluation model in advance and evaluate all bids fairly and consistently against the model.

Decisions should be documented

· Decisions should be document;

· Provides an audit trail;

· Can be useful if going through a similar process at a later date.

Session 7 : Quality management

Slide S7/1 :  Session title

This session provides an overview of IT quality management methods and practices.

Method

Slideshow and discussion

Timing

60 minutes

Equipment required

Whiteboard

Flipchart

Overhead projector or Audio Visual Unit

Handouts

Session 7 student notes

Slide S7/2 : Session objective

The objective of this session is to provide a high level review (overview) of commonly encountered IT quality management methods and practices.

Slide S7/3 : Introduction

This slide introduces quality management issues and prompts the trainees to consider their views of what constitutes a quality product. 

Subsequent slides consider definitions of each in more depth. 

What is quality ?

Begin this session by asking the trainees “what do they consider to be a quality product”. As an example and common reference use the motor car industry.

Ask the trainees “what make of car they would categorise as being a quality car produced by a quality manufacturer” e.g. Ford, Jaguar, Rolls Royce, Honda, BMW, Mercedes etc.

The point to make is that quality depends on the ability of a product to satisfy stated or implied needs.

In the example above the trainees will probably focus on just the features of the product without regard to customer needs or satisfaction. 

Hence a mini could be seen to be a better quality car than a Ferrari, depending on how satisfied the owner is with the car.

Ask the trainees to provide definitions of quality management and quality management systems.

What is quality management?

What is a Quality Policy?

What is a quality management system?

Slide S7/4 : What is quality?

This slide provides a definition of quality.

· There is an international definition for quality;

· ISO 8402 -1986 states that quality is : 

“ the totality of features and characteristics of a product or service that bear on its ability to satisfy stated or implied needs.”

· Hence quality is a function of the product and customer and can be measured in terms of : 

· satisfaction of customer requirements and 

· fitness for purpose

· Quality may also be viewed as “doing the right things right”. This is the most cost effective approach to providing goods and services;

· Quality may be seen as a means to an end  where customers are satisfied with all aspects of supplied goods or services;

· Quality is a strategic issue for all organisations, including those in the public sector;

· Quality can link into an organisations business ethos and encompass initiatives such as customer satisfaction, profitability, and value for money;

· The public sector is moving away from the idea of having a captive market where quality is not an issue. 

Slide S7/5 : What is quality management?

This slide provides a definition of quality management.

· There is an international definition of quality management (ISO 8402-1987)

The aspects of the overall management function that determines and implements the quality policy.

· There are two components to quality management;

· What an organisation should do; and

· How it should do it;

· Organisations should identify their customers, their customers’ requirements and the ability of their products to meet these requirements;

· Quality management should cascade down an organisation from senior management to those producing the products or delivering the services;

· Customer satisfaction should be measured, plans for improvement  prepared , implemented, monitored and regularly reviewed;

· This type of quality management can be seen as a way of improving value for money;

· It also implies that staff should build and improve links with, and an understanding of, customers.

Slide S7/6 : What is a quality policy?

This slide provides a definition of a quality policy.

What the organisation should do

· A quality policy sets out, in broad terms, what the organisation should do regarding quality.

A quality policy is a written statement of top managements’ commitment to quality within the organisation

· A quality policy translates top managements’ quality philosophy into core management principles

· It addresses such topics as relationships with customers, customer satisfaction and care, continuing improvement, and responsibility for quality;

· It provides the foundation on which quality management within the organisation is built.

Slide S7/7 : What is a quality management system

This slide provides a definition of a quality management system.

How the organisation should do it

· A quality management system is the means of implementing an organisation’s quality management policy.

The organisational structure, responsibilities, procedures, processes and resources for implementing quality management

· Organisations should build and implement quality management systems according to their business requirements, culture and customers;

· Quality initiative flows form the top down, i.e. from senior management.

· Management should set the objectives and goals and priorities for any quality management system.

· They should also allocate responsibility for defining and implementing the quality management system.

· Awareness of an organisation’s quality management system can be increased via seminars and training programmes for all personnel.

· Once a quality management system has been established, progress against objectives and goals should be monitored at regular intervals according to an agreed timetable;

· Achievement  against goals should be recognised by management.

Slide S7/8 : The importance of quality 

This slide summarises the benefits of implementing a quality management system

Savings resulting from -

· Reduced waste and re-working

· Fewer  wasted resources delivering goods/ services which customers later reject;

· Less re-working required to modify products to meet customer requirements;

· I.e. getting it right the first time and better design;

· Safeguard against mistakes.

· Better targeting of resources for improvements

· Improved quality means that less re-working is required to fix defects;

· The resources that this saves can be used to further improve quality. 

· Improved appraisal & control of suppliers

· Better internal and external communications with suppliers, customers and external partners;

· Better management control and leadership. 

· Reduction in operating overheads

· Better planning of costs;

· Reduced maintenance costs.

· Higher productivity

· More efficient design, development & production;

· Higher staff morale, better trained and motivated staff;

· Shorter lead time to production.

Customer satisfaction - products and services delivered

· On time, to cost and specification;

· The delivery of quality products and services which satisfy customer requirements;

· Hence fewer complaints, increased business (if appropriate), better customer relations;

· Reliable and consistent products and services;

· Increased market opportunities.

Slide S7/9 : A quality management implementation model

This slide provides a graphical view of the stages or phases and organisation might go through when establishing a quality management system. Subsequent slides expand upon each of the stages.

Phase 0 : Preparing the quality initiative

Phase 1 : Defining the quality management system

Phase 2 : Establishing the quality management system

Phase 3 : Review and improvement.

· Basically four steps in implementing a quality management system:

· What are the goals and policy

· Planning how to get there

· Implementing the plan

· How did we do and what can be improved.

Slide S7/10 : Preparing the quality initiative 

This slide describes what actions take place during phase 0 of the quality model.

Defining the corporate quality philosophy

· Establishing a statement of common purpose, shared beliefs and values within an organisation (i.e. a high level statement);

· Management should create a vision statement which provides a common understanding of what they understand by the term “quality” and its applicability to the business;

· The quality philosophy should state the role quality  will play in meeting  future business opportunities.

Establish the corporate quality policy

· Translates the quality philosophy into management and corporate principles;

· Management should define its policy and objectives for, and commitment to, quality;

· The policy  should address the following issues:

· Relationships with internal and external customers

· Customer satisfaction and care

· Quality of service and products

· Continuing improvement and commitment to quality

· Responsibility within the organisation for ensuring quality.

Establish corporate quality goals

· The policy objectives should then be translated into quality objectives and goals, e.g.:

· Better value for money

· Increased market share

· Improved communications

· Reduced costs

· Increased productivity

· Reduced customer dissatisfaction.

· Some objectives may be expressed as specific goals or targets, e.g. to reduce overheads by 5%, or to increase market share by 10%, or decrease the number of customer complaints by 8%  etc.

Slide S7/11 : Defining the quality management system

This slide describes the actions which take place during phase 1 of the quality management model. 

· This is essentially the planning stage of the quality management cycle

Complete a feasibility study

· A short, broad review of the organisation and an analysis of the current quality level;

· It provides senior management with information on : the current quality situation; improvements required to meet customer and business objectives; the cost of establishing a quality initiative; options to move forward; and a recommendation;

· Findings presented  to senior management as a business case (costs/ benefits/ risks).

Establish a quality committee

· Based on the findings of the feasibility study, a quality steering committee may be established. They decide whether the initiative will be undertaken across the whole organisation simultaneously or in phases;

· Establish terms of reference for the following  pre-implementation review, (scope, roles & responsibilities, quality objectives, deliverables, timescale and resources).

Establish a quality office

· I.e.  appoint and train someone to be responsible for the day to day quality initiative.

Pre-initiation planning

· The quality manager prepares a plan for implementing the quality regime. The plan should be discussed/ agreed with senior managers and personnel in relevant areas.

Selection of consultants

· If required and the business case justifies their employment.

Quality awareness seminars

· To make all employees aware of the quality initiative and its implementation.  

Pre-implementation review

· Detailed assessment of where the business is now and where it wants to be to satisfy business and customer objectives. Identifies quality in terms of policy, practice, cost, training  needs, and deficiencies.

Slide S7/12 : Establishing the quality management system

This slide describes the actions which take place during phase 2 of the quality management model.

· This phase aims to implement the quality regime & enhance the quality infrastructure.

Quality training

· Formulation and delivery of a quality training programme (based on needs identified in the pre-implementation review);

· Aligned to existing personnel, staffing and training policies;

· Training may be supplied internally or by external consultants.

Quality infrastructure

· Enables quality personnel and management to manage and monitor progress towards targets and objectives;

· Includes quality costing , change management (for the QMS);

· Establish  a quality audit system.

Develop quality management framework

· Establish a framework for monitoring the quality policy, quality standards and quality practices.

Post implementation review

· A review of the quality management system is undertaken after the system has been implemented and a few quality audits have been undertaken.;

· Identifies the extent to  which the quality management system has been developed and is being used;

· Further improvements are identified.

Slide S7/13 : Review and improvement

This slide describes the actions which take place during the final phase of implementing a quality management model.

· This phase focuses on developing the QMS to achieve further business and customer benefits;

· By this stage, the quality management system, infrastructure and overall quality environment should be established.

ISO 9000 certification

· Some organisations may wish to have their organisation certified against international standards, i.e. go for quality accreditation;

· Certification may be achieved against International (ISO 9000), or National standards (e.g. EN 29001) (if they have been established).

Improving the quality management system

· The QMS should not remain static;

· The QMS should be subject to an ongoing  cycle of improvements  which are aimed at:

· setting higher quality targets and objectives

· identifying improvements to achieve these new objectives

· enhancing the training programme

· measuring improvements  

· providing information to management on the new targets and improvements.

Review

· A management review carried out to ensure that the implementation of the quality management system has been carried out correctly.

Session 8: Sample Methods

Slide S8/1: Session Title

To provide a flavour of real-life IT methods, two IT methods for systems development and systems acquisition developed by the Software Engineering Institute (SEI) based on the Capability Maturity Models (CMMs) are presented on this session. For further details, please go to the SEI’s Internet website  http://www.sei.cmu.edu.

Slides S8/2 to S8/33

Capability Maturity Model

· Capability Maturity Model for Software (SW-CMM) is a framework that describes the key elements of an effective software process. The CMM describes an evolutionary improvement path from ad hoc, immature process to a mature disciplined process.
· This framework was given by Carnegie Mellon University of Pittsburgh, USA and was sponsored by the Department of Defense (DoD) of USA.
· The objective of CMU was to provide a model that is based on actual practices, reflects the best of the state of the practice, reflects the need of the individual performing software process improvement and software process assessments, is documented and is publicly available.
· The need for such best practices was felt because of reliance on software intensive systems to perform core missions. CMM is a logical framework for base lining an organizations’ current process capabilities (i.e strengths and weaknesses)

· Definition: CMM is an ordered collection of practices (processes) for the acquisition, development or maintenance of (software – intensive) systems. It is ordered by Key Process Areas.

· It defines the stages through which organizations evolve as they improve their acquisition and implementation processes. It also identifies key priorities, goals and activities on the road to improving an organizations’ capability to do its job. It is intended to be independent of the application domain and any specific technology. It also applies to the acquisition of in-house software development

· Why focus on process?

Everyone realises the importance of having a motivated, quality work force, but … even our finest people can’t perform at their best when the process is not understood or operating at its best.

· Maturity levels

A maturity level is a well defined evolutionary plateau on the path to becoming a mature software acquisition / development organization.

There are five maturity levels in CMM.

Maturity levels may not be skipped. Each level is a layer in the foundation for continuous process improvement.

· Key Process Areas

Key Process Areas (KPAs) are a cluster of related practices performed collectively to achieve a set of goals. Each maturity level in CMM is composed of several Key Process Areas.
They are the major building blocks in establishing the process capability of an organization.

Each KPA has been defined to reside at a given maturity level.

There are 16 KPAs in the CMM.  

· Application of CMM in IT Audit: CMM can be adopted to a certain extent in Indian auditee organizations for software process assessments, in which a trained team of IT Auditors determine the state of the organizations’ current software process and reports the high priority software process related issues facing an organization. USA GAO case studies are available in IT Audit wing regarding use of CMM model for IT Audit of US Customs Department.

MODULE SUMMARY

Six methods have been covered in this module:

The methods are inter-linked and several may be employed  by a client’s IT department.

Draw the following on the whiteboard to show how they relate to each other.
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