Auditing Developing Systems

Session 5 – System Building and Acceptance Testing


Suggested Solution to Exercise 5.1

The various checks to be carried out in audit in the system building and acceptance testing stages of the System Development Life Cycle are as follows:

a) Has a manager(s) with adequate authority been appointed to take overall charge of the data conversion and acceptance testing programmes?

b) Has a Data Conversion Plan been drawn up?

c) Does the Data Conversion Plan:

· describe the data conversion strategy to be followed (e.g. the procedures for reconciling differing charts of accounts;  the sequence of files to be converted;  the conversion timetable;  keeping converted data up-to-date)?

· allocate staff to each task (the users should be fully involved) and define specific roles and responsibilities, including that of signing off successful completion of each task?

· set out the criteria for identifying and resolving problems on the quality of the existing data (e.g. undertake file interrogation to identify missing or incompatible data items in the existing system;  define procedures to deal with the correction of data rejected by the new system)?

· define the controls that are to give assurance that data has been transferred completely and accurately, and correctly posted (e.g. hash and control totals, and record counts;  checking a sample of detailed records back to the old system;  reconciling balances between the two systems)?

· implement an effective separation of roles between those involved in transferring data and those involved in verifying that it has been correctly transferred  (information security should not be neglected, particularly where financial data is involved)?

· define procedures to ensure that converted data is kept up-to-date following its transfer to the new system?

· define back up and recovery procedures for the converted data on the new system (these procedures will not relate to any processing cycle so they may differ from the eventual operational procedures)?

· define how the audit trail is to be preserved after cut over;  also, how archived data from the old system will be processed after de-commissioning?

d) What arrangements have been made to ensure that the system has been correctly built (installed, configured, loaded, etc) before user acceptance testing commences?

e) Has an Acceptance Test Plan been drawn up to cover all aspects of testing?

f) Will user acceptance testing sufficiently exercise the live environment? (where testing takes place in a development environment, it is unlikely that this will provide adequate assurance that the new system will run correctly in its intended environment. This applies particularly to distributed systems that comprise extensive telecommunication networks);

g) Does the Acceptance Test Plan:

· allocate adequate resources in terms of manpower, time and equipment to acceptance testing? (A common problem in IT projects is to reduce the time available for acceptance testing in order to recover from slippage in the overall project time-table. This can easily result in the implementation of an inadequately tested system and defective system);

· allocate individual roles and responsibilities for:

· managing the test environment? (i.e. environment design; configuration management; operation and maintenance)

· undertaking individual tests and test cycles?

· recording test result?

· analysing test results and prioritising errors?

· fully involve the end-users in the design and execution of the acceptance testing programme?

· include ancillary procedures? (e.g. clerical control checks, the Help Desk, Network Support, System Administration);

· require the manager in charge to sign off individual tests and test cycles on successful completion?

h) Is there an adequate separation of roles to help guard against unauthorised changes taking place during testing and error correction? (e.g. between individuals involved in building and modifying configuration items; those involved in testing them; and those involved in releasing them into live use); 

i) Are there adequate access controls in place to prevent unauthorised changes being made to configuration items during testing and error correction?

j) Have test data been prepared for each test? Have the anticipated results for each  test been fully defined?

k) Do tests cover events that ought not to happen, as well as those that should? (e.g. do they include out of range tests; tests on processing acceptable items occurring in unacceptable combinations; duplicate transaction processing; incomplete master and standing data files);

l) Does user the Acceptance Testing Plan cover all aspects of the User Requirements Specification?

m) Are changes to defective configuration items managed in accordance with the project’s change management procedures?

n) Is an adequate audit trail of changes maintained? (is it possible to back-track on a change to see how it occurred and whether it was correctly authorised?)

o) Are regression tests carried out to ensure that previously accepted areas of the new system continue to work after significant changes have been implemented?

p) Has the acceptance testing programme been signed off by the Project Board on successful completion? If not, is appropriate remedial action being taken?
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